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Release

Of Technical Papers

The Pentagon is stripping se-
curity classifications from: thou-
sands of technical documents in
an effort to make more informa-
tion available to the general
public and the technical commu-
nity.

Defense Secretary Melvin R.
Laird announced what was de-

‘iscribed as a “major policy

change” yesterday. Under the
new policy, security classifica-
tions such as secret and top se-
cret will be assigned to docu-
ments only after study af two
considerations, Laird said.

In the past, his announcement
said, the major consideration for
restricting data has been the
possible benefit of the informa-
tion to potential enemies,

Now, major consideration in
favor of disclosure will be given
to the possible benefits to the
United States and its allies
through the use of the informa-
tion.

The new policy will sharply
cut back on the number of both
classified and unclassified docu-
ngxts whose distribution is lim-
ited. ‘

Each year abouf 45,000 de-
fense technical documents are
prepared. Of these, about 17 per-
cent are withheld from public
distribution for security reasons.
Another 39 percent are limited
in their distribution.

In the past, documents could
be marked “no foreign,” “U.S.
Government only,” or “Depart-
ment of Defense only,” and
marked for use of certain indi-
viduals.

Now, the only such restriction
will be “U.S. government only.”
This will be used to protect in-
formation given to this govern-
ment by other countries or by
private businesses with some re-

istriction on its distribution.

Although the new rules have
been ordered by Laird, the re-
strictions previously pleaded on
documents will be allowed to ex-
pire normally. They usually run
three years. In addition, there
will be a review of documents
classified for security reasons,
to be completed by Jan. 1, 1972.

As an example of the change
in policy, a report of the Na-
tional Materials Advisory Board

on “Hot Corrosion in Gas Tur-!
bines” has long been restricted
and could not be given to for-
eign governments or foreign
nationals.

This morning, an advisory
board official called the Penta-
gon and asked if the document
now can be made available for
unlimited distribution. It was,
within a few minutes, and a
sticker was pasted to the re-
port: “This document has been
approved for public felease. It’s
distribution is unlimited.”
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in full. This includes physician services,
psychiatric services, hospital and other
institutional care, dental services, medi-
cines, therapeutic devices, appliances,
and equipment, as well as needed sup-
porting services. -

Purthermore, money will be provided
to develop a more adequate supply and
appropriate distribution of health pro-
fegsionals and supporting personnel. The
program will actively encourage more
efficient organization of existing health
manpower, provide funds for special
training of physicians, dentists, and
other health workers needed for this
program, and apply financial incentives
to stimulate the movement of health
manpower to medically deprived areas.

We have heard talk all during this
Congress that there were “new” pro-
posals forthcoming from the adminis-
tration, that we should wait and see.

Mr. President, I have been urged for
months to wait and see, that the admin-
jstration will have a bill. And I have
been waiting. But it is late in the session.
The time for waiting is now past. We
can neo longer wait for a band-aid ap-
proach for our disintegrating health
system that needs major surgery. ‘While
the bill T introduce today is not the com-
plete answer, it is the best answer we
have yet come up with,

‘Mr. President, I have been on the
Health Subcommittee of the Senate for
nearly 13 years, up until last year under
the great Lister Hill as chairman. I have
listened to the evidence for 13 years. We
have talked to the experts, and we have
studied this question for years. Last Jan-
uary, when I became chairman of the
subcommittee, I expressed a desire to in-
troduce such a comprehensive health
care bill. This, I repeat, is the best we

have been able to come up with after '

hearing testimony from the people who
have worked in this field over in the pri-
vate structure of the economy, made &
study of the problem, and come in with
their recommendations.

I ask unanimous consent that the bill
be printed in the RECORD.

The PRESIDING OFFICER (Mr.
BrrLvoN). The bill will be received and
appropriately referred; and, without ob-
*jection, the bill will be printed in the
REcorp in accordance with the Senator’s
request.

The bill (S. 4323) to create a health
security program, introduced by Mr.
YarsoroucH (for himself, Mr. KENNEDY,
Mr. CooreEr, and Mr. SAXBE), was re-
ceived, read twice by its title, referred to
the Committee on Labor and Public Wel-
fare, and ordered to be printed in the
REeconrb, as follows:

[The bill will be printed in a subse-
quent edition of the Recorp.¥ :

ADDITIONAL COSPONSOR OF A BILL
5. 3220

At the request of the Senator from
West Virginia (Mr. Byrp) the Senator
from Nevada (Mr. CannNoN) was added
as a cosponsor of S.3220, to protect a
person’s right of privacy by providing
for the designation of obscene or offen-
sive mail matter by the sender and for
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the return of such matter at the expense
of the sender.

OF ANNOUNCEMENT
ON VOTE

Mr. GRIFFIN. Mr. President, on be-

CORRECTION

Thalf of the Senator from Colorado (Mr.

ArrorT), I ask that the permanent REc-
orp be corrected to show that on vote
No. 283, the passage of the Treasury-
Post Office appropriation bill for 1971,
the -Senator from Colorado, if present
and voting, would have voted “yea.” -

PROPOSED AMENDMENT TO THE
CONSTITUTION RELATING TO DI-
RECT POPULAR ELECTION OF THE
PRESIDENT AND VICE PRESI-
DENT—AMENDMENTS

AMENDMENT NO. 878

Mr. GRIFFIN submitted amendments,
intended to bt proposed by him, to the
joint resolution (S.J. Res. 1) proposing
an amendment to the Constitution to
provide for the direct popular election
of the President and Vice President of
the United States, which were ordered
to lie > on the table a be printed.

& >

ANNOUNCEMENT OF EARINGS:
FEDERAL DATA BANKS AND THE
BILL OF RIGHTS

Mr. ERVIN. Mr. President, in recent
months, with the discovery of each new
Federal data bank and data system, pub-
lic concern has increased that some
of the Federal Government’s-collection,
storage, and use of information. about
citizens may raise serious questions of
individual privacy and constitutional
rights.

The Constitutional Rights Subcom-
mittee has received countless letters and
telegrams from Members of Congress
and from interested persons all over the
United States, urging that hearings be
scheduled to consider the total impact of
some of these data programs on preser-
vation of individual rights.

1 wish to announce that, in response to
these demands, the subcommittee has
scheduled a new series of hearings on
“Federal data banks and systems and
the bill of rights.” The first stage of the
hearings will be held October 6, 7, and 8.

The subcommittee has already under-
taken a survey of Federal data banks
and automated data systems to deter-
mine what statutory and administrative
controls are governing their growth and
what rights and remedies are provided
for the citizen. The analysis of the ex-
ecutive branch replies to that subcom-
mittee questionnaire, together with the
hearings held in the last session on “pri-
vacy and Federal questionnaires,” and
the hearings which begin in October, will
assist Congress in determining the need
for a new independent agency to control
Federal data banks on behalf of the pri-
vacy and due process rights of citizens. It
has been my conviction that such an
agency is needed, along with new reme-
dies in the courts and other corrective
actions. I detailed the reasons for my
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belief in a Senate speech in November
1969, . .
The purpose of the hearings Is: First,
to learn what Government data banks
have been developed; second, how far
they are already computerized or auto-
mated; third, what constitutional rights,
if any, are affected by them; and, fourth,
what overall legislative controls, if any,
are required.

Witnesses familiar with the constitu-
tional and legal issues, as well as the
practical problems raised by some cur-
rent and proposed data programs will
document these for the record. The Sec-
retary of the Army and other representa-
tives of the Defense Department have
already been invited to attend the Oc-
tober hearings to_describe how and why
the Army and other armed services have
collected and stored information on ci-

. vilians, and to what extent the records

have been automated for easy access and
retrieval. .

Prof. Arthur R. Miller of the Univer-
sity of Michigan Law School, author of
a forthcoming book, “The Dossier So-
ciety: Personal Privacy in the Computer
Age,” has been invited to describe the
state of the law governing information
flow in our society and its relationship
to legal rights. Another withess will be
Christopher Pyle, an attorney and former
Army intelligence officer, who has in-
vestigated the Army’s civil disturbance

, data programs, and has written widely

on the subject.

In later hearings, other representatives

of the executive departments and agen-
cies will be invited to respond to the
complaints and fears which have been
expressed by the public. They will be af-
forded the opportunity to explain ex-
actly what their data programs on peo-
ple involve, and how, if at all, the privacy,
confidentiality and due process rights of
the individual are respected.
- The subcommittee has received en-
thusiastic support from specialists in the
computer seciences, in hoth the computer
industry and in the academic commu-
nity. We hope to receive the benefit of
their expertise for our hearing record.

Mr. President, our Nation is predicated
oh the fundamental proposition that
citizens have a right to express their
views on the wisdom and course of gov-
ernmental policies. This involves more
than the currently popular notion of a
so-called right to dissent. Our system
cannot survive if citizen participation is
limited merely to registering disagree-
ment with official policy; lhe policies
themselves must be the product of the
people’s views. The protection and en-
couragement of such participation is a
principal purpose of the first amend-
ment.

More than at any other time in our
history, people are actively expressing
themselves on public questions and seek-
ing to participate more directly in the
formulation of policy. Mass media have
made it easy for large numbers of people
to organize and express their views in
written and oral fashion. Rapid means
of transportation have aided our mobile
population to move easily to sites of cen~
tral and local authority for the purpose
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of ex ssing thelr views maore publicly,
The freedom of our form of rovernmer:t
and the richness of our econsmy have
mucle i possible for individuals to move
abour Treely and to seek their best intar-
cuts ae they wilt in vocations and avoen-
tons of their choice or indeed. to puy-
sne nene at all for a time, T that is
what they wisth. If modern taehnonlogy
has provided citizens with more efficient
ns for recording their discent, or for
ering their political ecotomin. or

1
v

1ews, it has alsoe nlsced in tha

dathis of execuiive branch officials new
meilods of taking note of that expression,
ol vews and that political activity Foe
ines: reasons, those individuals who worlk:
ackivelr for publie eauses are more visibla

fharn ever before

‘I'esc new seiences have acenrded thaga
who cottrol goverament inereased power
to discover ana record immutably the
activisies, thoughts and philosophy of an
individaal at any given moment of his
iife. That picture of the nerson is re-
vordixd sorever. no matter how tlie person
may change as tite goes on. Every per-
son’s past thus becomes an inescapable
varh of nis nresent and futiure. “*he com-
ouber never forgeis,

o b sure, recordkeeping is nothing
aew in the history of government: nor
.ndeed, is the habit all governments and
all sociesies have of surveillanes, black-
iisting and subtle reprisal for wapopular
solitical or social views. Men have alwayvs
iad to contend with the memories of
ather men. In the United States, however.
we are biessed with a Consfitulion which
provides for due nrocess of law. This an-
plies to the arbitrary use of the ‘record-
keeping and information nower of cov-
srnment against the individual.

Despiie these gnarantees, the new tech-
nology bas been quietly, but steadily, en~
dowirng officials with the unprecedented
Mitical power which accompanies com-
saters and date. banks and seientifie
icchnigues of managing information Tt
aas given Government the nowe to take
sole of anything, whether it be right or
»rong, relevant to any purpose or not,
and to retain it forever. Unfortunately,
this revolution is coming about under
usutdated laws and executive nrders gov-
erning the recordkeeping and the con-
vepts of privacy and confidentiality rele~
vant to an earlier time.

These developments are particularly
significant in their effect on the first
amendment to our Constitition

No longer can a man march with a
sign down Pennsylvania Avenue and
ihen return to his hometowr hig identity
iorgotten. if not his cause.

No ionger does the memory of the au-
thorship of a political article fads as the
irages of his rhetoric yellow and crumble
with time.

No loneer are the flambavan; words
cxchanged in debafe allowed to echo into
tite pust and lose their relevanie with
the issue of the moment which prompted
them.

No lonzer can a man be assured of his
zirjoyrneni of the harvest of wisdom and
watlority which comes with age; when
ine indiscretions of vouth. if noliced at
ail, are spread about in forzot:en file
cubinets in basement archives.
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Instead. today, his activities are ni-
corded in computers or data banks, or if
not, they may well be a part of a great
investigative index.

Some examples come readily to mird
from the subcommittee survey.

The Civil Service Commission maire-
taine a- “security fille” in electrical y
powered rotary cabinets containing 2~
120,000 index cards. These bear lead ire
formation relating to possible questiors
of suitability involving loyalty and sut+«
versive activity. The lead infermation
contained in these files has been de-
veloped from puklished hearings of cons
gressional committees, State legislative
committees, public investigative bodies,
reports of investigation, publications cf
suhversive orgarizations, and various
other newspapers and periodicals, This
file iz not new, but has been growing
since World War 1. The Commission hag
found it a reasonable, economical and
invaliable tool in meeting. its investiga
tive responsibilities. It is useful to all
Federal agencies as an important soured
of information. .

The Commission chairman reports:

Tnvestigative anc intelligence ofiicinls of
the various departments and agencies of thag
Federal Government make extensive official
use of the file through thelr requests fa*
searches relating to Investigations they ara
conducting, :

Tn its “security investigations index,”
the Commission maintaing 10,250,000 in.-
dex cards filed alphabetically covering:
personnel invesigations made by the Civi:
Service Commission ‘and other arencies:
since 1939. Records in this index relate:
to incumbents of Federal positions
former employees, and applicants on:
whom investigations were made or are in:
process of heing made.

The Commission’s “investigative file”:
consisls of approximatély 625,600 file:
folders containing reports of investiga-~.
tion on cases investigated by the Com-~ .

mission. In addition, about 2,100,000

earlier investigative files are mainiained:
at the Washington National Records

Center in security storage. These are
kept to avoid duplication of investiga~-

tions or for updating previous investiga-:

tions. .
For authorization for these data banks,

the Commission cites Executive Order:
. transfer of schoo! records.

10450, an order promulgated in 1853. )
Another department, the Housing and
Urban Developmernt Department, is con-

sidering automation of a departmental :

procedure. According to the report made
to the subcommitiee:
The data bese would integrate records

now included in FEA’s Sponsor Identifica- : . 2
S - grams which have raised due process of

tion File, Department of Justice’s Organized
Crime and Fackets File, and HUD’s Adverse
Information File. A data bank consisting of
approximately 325,000 3x5 index cards has
been prepared covering any individual or
firm which was the subject of, or mentioned
prominently in any investigations dating
from 1954 to the present. This includes all
FBI investigations of housing matiers as
wall. In additlon, HUD maintains an index
file on all Department employees which re-
flects dates and types of personnel security
investigations conducted under the Provi=
sions of Executive Order 10450,

In the inferest of preparing for pos~
sible ¢ivil disturbances and for protect-
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ing the armed services from subversion,
the Department of the Army and other
~nilitary departments have been collect-
ing information about eivilians who have
ho dealing with the military services.

The Secret Service has created a com-
buterized data bank in the pursuif of its
brograms to protec: high Government of-
ficlals from harm and Federal buildings
from damage. Their guidelines for inclu-
sion of citizens in this data bank refer
to “information on professional gate
crashers; information regarding eivil dis-
turbances; informstion regarding anti-
American or anti-U.S. Government
demonstrations in the United States
or overseas; infosmation on persons
who insist upon personally contact-
ing high Governruent officials for the
purpose- of redress of imaginary griev-
ances, and so forth.”

In the area of law enforcement, the
Bureau of Customs has installed a cen-
tral automated daia processing intelli-
gence network which is a comprehensive
data bank of suspect information avail-
able on a 24-hour-a-day basis to Cus-
toms. The initial data base, according to
the Secretary of the Treasury, is a
“modest” one comp:ising some 3,000 sus-
pect records: He states:

These records include current information
from cur informer, fugitive and suspect lists
that have beeh maintained throughout the

Bureau’s history as an enforcement toot and

which have been avaiiable at all major ports
of entry, though in much less accessible and
usable form, With the coordinated efforts of
the Agency Services Intelligence activities,
steady growth of the suspect files Is expected.

This data bank, which is used by the
Bureau to identify suspect persons and
vehicles entering the United States, is
an “essential tool” in performance of
Customs officers’ secreh and seizure au-
thority, Secretary 2nnedy has stated.

The Department of Justice is estab-
lishing comprehensive law enforcement
data systems in cocperation with State
governments, and is funding State data
programs for law enforcement, civil dis-
turbance and other surveillance pur-
poses.

The National Science Foundation has
created a data bank of scientists.

The Department of Health, Education,
and Welfare has established a data bank
on migrant children to facilitate the

During our subcommittee hearings last
year, case after case was documented of
the vast programs tc coerce citizens into
supplying personal information for sta-
tistical data banks ir: the Census Bureau
and {iiroughout other Federal agencies.

These are only a few of the data pro-

law questions from Congress and the
public.
How do these things come about? It

~would be unfair, perhaps, to attribute

suspicious political mnotives, or lack of
ethics to those responsible for any one
program or for any sroup of programs
for collecting and storing personal in-

‘formation about citizens. Frequently,

they just grow over the years. Sometimes,

- executive department data banks are ei-
‘ther merely good faith efforts at fulfill-
;ment of specific mandates from Con-
- gress; or they are based on what some of -
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ficials think to be implied mandates to
acquire information necessary for Con-
gress to legislate, If so, then Congress has
no one to blame but itself when such pro-
grams unnecessarily threaten privacy or
other rights. But it then has an even
greater responsibility for acting, once its
own negligence is discovered.

Perhaps the most such officials can be
charged with is overzealousness in do-
ing their job within narrow confines, to
the exclusion of all other considerations.

Sometimes the issue of threats to indi-
vidual rights is presented only after a
data system has developed, and only after
practical problems are raised which were
not envisioned on paper.

At times, due process may be threat-
ened by the failure of the computer spe-
cialists to consider only the information
on a person absolutely essential for their
programing,

There are political reasons also One is
the failure of heads of executive depart-
ments and agencies to mind.their own
stores and stay out of the business of
other agencies. Each department does
not not need to seize the total man when
it administers a program; only those por-
tions of him necessary for the job. An-
other reason is the tendency of executive
branch officials in the interest of politi-
cal expediency and shortcuts to law and
order goals, to seize upon the technigues
of data banks, intelligence gathering, and
surveillance activities as a substitute for
hard-hitting, practical law enforcement
work by the proper agencies, and for
creative administration of the laws.

All of these excuses will not help the
law-abiding citizen who, at the whim of
some official,”is put into an intelligence-
type data bank which is part of a net-
work of inquiry for all manner of gov-
ernmental purposes.

No one would deny that the Govern-
ment of such a populous and farflung
country should not avail itself of the
efficiency offered by computers and sci-
entific data management techniques.
Clearly, Government agencies must, as
Congress has charged them, acaquire,
store, and process economically the in-
formation it obtains from citizens for
administrative purpecses. There is an
ever-increasing need for information of
-all kinds to enable the Congress to legis-
late effectively and the executive branch
to administer the laws properly.

Purthermore, there is an obvious need
in such a complex mobile society for
recording and documenting amply the
official relationship between the individ-
ual and his government.

More and more fregquently, misguided
individuals are resorting to violence and
violation of the law. Communities are
faced with rising crime rates. Local,
State, and Federal Government have
a right and a duty to know when a per-
son has a legal record of violation of the
law which, under the law, would deny
him certain rights or benefits, They
should be able to ascertain these
matters quickly.

There are always some problems of ac-
curacy and confidentiality with such
records, especially when automated. It
is not the carefully designed individual
law enforcement data banks which con-
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cern the public. Rather, the subcommit-
tee study is revealing that data programs
which have aroused the most apprehen-
sion recently are those—

Which bear on the quality of first
amendment freedoms by bprying into
those protected areas of an individual's
personality, life, habits, beliefs, and legal
activities which should be none of the
business of Government even in good
causes;

Which are unauthorized, or unwar-
ranted for the legitimate purpose of
the agency;

‘Which keep the information they ac-

quire too long, and which by the very.

retention of unknown data may intimi-
date the individual subject;

Which are part of a network of
data systems;

Which make little, if any provision
for assuring due process for the individ-
ual in terms of accuracy, fairness, review,
and proper use of data, and thereby may
operate to deny the individual rights,
benefits, privileges, reputation, which are
within the power of government to in-
fluence, grant or deny.

There is growing concern that the zeal
of computer technicians, of the systems
planners, and of the political administra-
tors in charge of the data systems threat-
ens to curtail the forces of society which
have operated throughout our history to
cool political passions and to make our
form of government viable by allowing a
free exchange in the marketplace of
ideas.

The new technology has made it lit-
erally impossible for a man to start again
in our society. It has removed the quality
of mercy from our institutions by making
it impossible to forget, to forgive, to un-
derstand, to tolerate. When it is used to
intimidate and to inhibit the individual
in his freedom of movement, associa-
tions, or expression of ideas within the
law, the new technology provides the
means for the worst sort of tyranny.
Those who so misuse it to augment their
own power break faith with those found-
ers of our Constitution who, like Thomas
Jefferson, swore upon the altar of God
eternal hostility against every form of
tyranny over the mind of man.

Mr. President, it has become danger-
ously clear in recent times that unless
new controls are enacted, new legal
remedies are provided, and unless Fed-
eral officials can be persuaded to exer-
cise more political self-control, this coun-
try will not reap the blessings of man’s
creative spirit which is reflected in com-
puted technology. Rather, if the sur-
veilliance it encourages is allowed to con-
tinue without strict controls and safe-
guards, we stand to lose the spiritual and
intellectual liberty of the individual
which have been so carefully nourished
and so valianty defended, and which our
PFounding Fathers so meticulously en-
shrined in the Constitution.

I say this out of my conviction that the
undisputed and unlimited possession of
the resources to build and operate data
banks on individuals, and to make deci-
sions about people with the aid of com-~
puters and electronic data systems, is
fast securing to executive branch officials
a political power which the authors of
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the Constitution never meant any one
group of men to have over all others. It
threatens to unsettle forever the balance
of power established by our Federal Con-
stitution.

Our form of government is the fruition

of an ideal of political, economie, and
spiritual freedom which is firmly rooted
in our historical experience. Basic to its
fulfillment has always been the monu-
mental truth that such freedom is truly
secure only when power is divided, lim-~
ited, and called to account by the peo-
ple. For this reason the central Govern-
ment was divided into three separate
and equal branches.
" For this reason, the bill of rights was
added to secure certain areas of liberty
against incursion by Government and the
exercise of Federal power was limited to
certain purposes.

For this reason, we cherish and pro-
tect the legal freedom of each citizen to
develop his mind and personality and to
express them free of unwarranted gov-
ernmental control.

I differ with those who say that there
are no existing checks on this develop-
ing power of computer technology, for I
believe they already exist in our form of
Government. The guarantees are estab-
lished in our Constitution.

The forthcoming hearings will help
Congress determine how these guaran-
tees may best be implemented to meet
the demands of the computer age.

In the interest of responding to the
many inquiries from scholars, reporters
and members of the public who are work-
ing on this subject, I should like to refer
to other sources of materials which pro-
vide useful background information.

The subject of how Government man-

“ages its information systems, and its

paperwork, how and when it uses com-
puters and automation to assist in this
effort, has been a continuing subject of
concern by a number of congressional
committees and their efforts should in-
terest those working on this subject.

The Senate Administrative Practice
and Procedures Subcommittee has con-
tributed valuable hearings, reports and
studies on the subject of computers, pri-
vacy, and Government dossiers. Particu-
larly informative is their 1967 report
“Government Dossier: Survey of Infor-
mation on Individuals Contained in
Government Files.”

The Senate Government Operations
Committee has, in other years, con-
ducted comprehensive hearings and is-
sued reports on Government information
systems and management uses of com-
puters.

In the House of Representatives, the
Committee on Science and Astronautics
has held a provocative and stimulating
series of hearings and panel discussions
on the impact of technology, especially
on the management of Government in-
formation.

The House Government Activities Sub-
comm.ittee of the Government Opera-
tions Committee, chaired by Represen-
tative Jack Brooks, has produced valu-
able hearings, reports and legislation on
“Data. Processing Management in the
Federal Government.”

More than anhyone else, Representa-
tive CorNELTUS GGALLAGHER has continu-
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ally pointed out the dangers to individuai
siwlits and privacy of the estaklishment
of a ns.jonal dawa center, and his Spe-
cial Iubcommittee on Invasion of Pri-
vacy,  witer stimulating hearings, pro-
duced un classic and concise report en-
sitlec, ~The Data Bank Coneept.” The
vecord 1 his hearings contains testimony
lrov aany expert withesses on the phi-
losophy of privacy and compuser tech-
oy,

The - lensus and Statistics Subcom-
wbtee of the House Post Gifice and Civil
=ervice Committee producad a thousht-
provoking and influential report in the
49th  Comegress
Faperwork Jungie.”
most  irformative
nearing

Schoeiars will find
thai subcoramittee’s
1 and rennrts dealing with the
paperwork regmirements piaced upon
busines:, industry, and the public by the
Hederal departmertts.

I commend the publications of ail of
ihese committees and ithe thoughtfui
speeches of the chairmen and tie mem-
bers of these commitiees to persons in-
terested in this subject.

Ii is v hope that the hearmngs ano
study by the Conssitutional Rights Sub-
commuitiee will add a unicue and valu-
able dirension o the public snd con-
sresgional dialog on the role of data
hanks, information systems, aiad com-
puters mn our constitutionsd form of
governt:ent,

Ben A, Franklin, in an excelent ar-
ticle in the New York Times on June 28.
1970, has described some of the current
data baiks and computers in the Federal
Gavernment and their possible affecs on
individual rights and privacy. I ask
unan:maeus consent that his most per-
veplive article be printed in the REcorp
al th's woint together with the iollowing
thoughtiul articles and editoria:s. These
are oaly a few of the excelient editorials
wnd articles on this subject which have
come Lo my attention, and they suggest
» nationwide interest.

Editorials from the Greensboro, N.C.,
Daily News, July 1, 1970; Asheville, N.C.,
Times, June 18, 1970; Omahs, Nebr.,
World }erald, January 15, 197); Sioux
Falls, . Dak., Argus, January 16, 1970
New Work Post, June 30, 1970; Washing-
lon, ID.C., Post, April 24, 1970 Asheville,
N.C., Ciiizen, July 2, 1970; New York

Times, July 4, 1970; Computerworld,
Marca 4. 1970. and August 27, 1969:
Huntsviile, Ala., Times, Julv 12, 1970:

Washingion, D.C.. Evening Star, March
16, 1970: and Houston. Tex., Posi, March
16, 1870,

An ariicle by Tom Wicker, entitled “In
e Nation: A Right Not To Be D=zata-
Banked?” from ihe New York Times.
July W, 1470, and an article from the Bos~
on. Mass., Herald Traveler by John S.
Tang, eqtitied “Big Brother. U.S., Is
watchingz You,” April 19, 1970, an article
from. the Mornins; Call, Allentown, Pa..
entitled “Guardian of Freedom,” June
30, 1870. “Mitchell Defends Justice De-
sartmend's ‘Big Brother’ Role,” hy Jared
Htout Siaten Island, N.Y., Advance, July
19, 1970, and “Justice Department Keeps
Ziles on Activists,” by Morton Kon-
iiracke, Roanoke, Va., Worle News.
March 1i, 1970.

cntitied “The FPedera: .
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There being no objection, the edito«
rials and articles were ordered to bd
printed in the Rrcorn, as follows:

[Prom. the New York Times, June 28, 1970
TrorRAT COMPIITFRS AMASS FILES ON SUSPECH

CrrerzrNs-——MANY  AMONG  HUNDREDS O

THoUsANDS L1sTen Have No CrIMINat Rec <

ORD&——CRITICS SEE INVASION OF PRivacy

{By Ben A. Franklin)

WasHINGTON, Jutie 27.-~The police, seci:
rity and military intelligence agencies of tha
Federal Government are guletly commiling s
mass of conputerized and microfilmed fllei
uere on hundreds of thousands of law a.bid -
ilg yet suspect Americans.

With the justification that a revolublonarw
~ge of essassination, violent political dissen’ H
and, civil disorder requires it. The CGovern.-
ment. iz bullding san army of instantly re:
trievable information on “persons of in..
terest.”

‘'he phrase 1s ar. agent’s term for thosu
citizenis, many with no crimineal records;
whom the Ciovernment wants to keep trac}‘
cf in an effort to avert subversion, rmtin;'
snd violence or harm to the natlon’s leaders!

Oritics of this surveillance, so far few ire
numbaer, believe thet the collection and dis.-
semination of such information on rnanerim.-
inals—-for whatever purpose—Iis unauthor-:
1zed by law and raises the most serious con <
stitutional questions.

The foremost among them, Senator Sam J
Rrvin, Jr., Democrat of North Carolina, has'
eald that computerlzed flles already in exist.:
ence here are leading the country toward s,
“polico state.”

Discussions with officials, an examination-
of some known dana files and Informatior:
supplied by the Senator show that the files,
oftenn contain seemingly localized and mun-,
dane information, reflecting events that to-:

day are virtually commonplace,

The leader of a Negro protest agalnst wel-"
fare regulations in 3t. Louis, for example, I¢*

the subiect of a teletyped “spot report” tc-
Washington shared by as many as half a:
dozen. Government intelligence galhering:

groups.,
The name 0i a college professor who finds:
hlmbelf unwittingly, even imnocently,
ested for disorderty conduct in a police:
rnundnp at a peace rally in San Fr.mcxsco
goes into the data file.

A student fight in an Alabama high school:

is recoraed—-if it is interracial.

Gouvernment officials insist that the intor-~

matiol is needed and is handled discreetly to -
protect the innocent, the minor offender and
the repentant.

The critics—including the Washington;

chapter of the American Clvil Liberties Union

and Representative Cornelius E. Gallagher,.
Democrat of New Jersey—charge that the:
system is an invasion. of privacy and a po-:
tential infringement of First Amendment:

1ighis Of free speech and assembly.
MASS SURVEILLANCE SYSTEMS

Senator BErvin, a conservative, a student of:
former judge of the:
Carolina Superior Court, and the’
chairman of the S:anate Subcommittee on.
Constititional Rights, says that the advent:®
of computer technology in Government file:

tixe Constitution, a
North

keeping is pushing the country toward “a

masgs survelllance system unprecedented in:

American history.”
In a recent series of Senate speeches, Mr
Ervin said that the danger was being masked -

Ly a failure of Americans to understand ‘‘the .

computer mystique’ and by the undoubted
sincerity and desire for “efficiency” of the
data bank cperations and planners.

The Government is gathering information '

on its citizens at the following places:

A Sacret Service computer, one of the
newest and most sophisticated in Govern-

ar-:
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ment. In its memory the names and dossiers
of activists, “malcontents,’ persistent seekers
of redress, and those who would “embarrass”
the’ President or other Government leaders
are filed with those of potential assassins
and persong convicted of “threats against
the President.”

A data bank compited by the Justice De-
partment’s clvil disturbance group. It pro-
duces a weekly printout of national tencion
points on racial, class and political issues
and iihe jndividuals snd groups involved in
Lhe. Intel,hgence Qi peace rallies, weliare
protesis and the like provide the “data base”
agalist which the computer measures the
mood of the nation and the militancy of its
citizens. Jutdgments cre made; subjects are
Hsted as “radical’* or “‘moderate.”

A huge file of micr>filmed intelligence re-
ports, clippings and other materials on civil-
ian  activity maintsined by the Army’s
Counterintelligence Analysis Division in
Alexaiddria, Va. Its purpose Is to help prepare
deployment- estimates for troop commands
on alert to response to civil digsturbances in
25 American cities. Army intelligence was
ordered earlier this year to destroy a larger
data bank and to stop assigning agents to
“penelrate” peace groups and civil rights

~organizations, But complaints persist that

both are being continued. Civilian officials of
the Army say they “assume” they are not,

Computer files intended to catch criminal
suspects—the oldest and most advanced type
with the longest success record—maintained
by the Federal Bureau of Investigation's Na-
tlonai Crime Information Center and re-
cently installed by ih= Customs Bureau. 'The
crime information center’s computer pro-
vides 40,000 instant, automatic teletype
printcuts each day on wanted persons and
stolen property to 49 states and Canada and
it also “talks” to 24 other computers oper-
ated by state and iccal police departments
for themselves and & total of 2,500 police
Jurisdictions, The centers says its informa-
tlon is all “from the publie record,” based
on local and Federal warrants and com-
plaints, but the sum product is available
rmly 0 the police.

A growlng number »f data banks on other
kinds of human behavior, including, for ex-
ample, a cumulative computer file on 300,~
000 children of migrax: t farm workers kept by
the Department of Health, Education, and
Welfare. The object Is to speed the distribu-
tlon' of thelr scholastlie records, including
such teacher Judgments as “negative atti-
tude,” to school districts with large itinerant
student enrollments. There 18 no statutory
control over distribution of the data by its
local recipients—to prospective employers, for
example.

WARNING BY ERVIN

Senator Ervin has warned: “Regardless of
the purpose, regardless of the confidential-
ity, regardless of the harm to any one indi-
vidual [that might occur if there were no
computer files], the very existence of Gov-
ernment files on how people exercise First
Amendment rights, how they think, speak,
assemblo and act in lawful pursuits, is a
form of official psychological coercion to keep
silent and to refrain ‘rom acting.”

But despite his sounding of such alarms,
Senator Ervin has noued that there is “un-
usual public and (‘ongressional compla-
cency.” When he spenks on the Senate floor
of “techniques for nionitoring our opinions”
and of ‘“grave threais to our freedoms,”
the chamber is more often than not nearly
empty. He has gained little Congressional
support and scant sttention outside the
Congress.

Meanwhile, various official and high-level
pressures on Government agencies to acquire
computers and to advance their surveillance
are producing results,

The pressures include a stern recommen-~
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dation for the broadest possible surveillance
of ‘“malcontents” and potential assassing by
the Warren Commisston, which investigated
the assassination of President Kennedy. The
commission’s mandate is widely cited in the
Government as the authority for citizen
surveillance.

The commission, headed by former Chief
Justice Earl Warren, disapproved as too nar-
row, the criteria for persons to be bought
under “protective’” surveillance proposed in
1964 by the Secret Service. The guidelines
were “unduly restrictive,” the commission
declared, because they required evidence
of “some manifestation of animus” by
disgruntled and activist citizens before those
persons could be brought under Secret Serv-
ice survelllance as poential ! threats to the
President.” -

EVERY AVAILABLE RESOURCE

“It will require every avallable resource of
the Government to devise a practical system
which has any reascnable possibility of re-
vealing such malcontents,” the commission
said. ’

The guideline was broadened. A computer
was installed by the Secret Service last Jan-
uary. The commission’s edict became a sur-
veillance bench mark.

For surveillance of persons who may be
involved in civil disturbances, the riots of
1967 and 1968 served the samme purpose.

“The Warren Commission and the riots
legitimized procedures which, I grant you,
would have been unthinkable and, frankly,
unattainable from Congress in a different

. climate,” one official said. “There are cbvious

questions and dangers in what we are doing
but I think evenis have shown it is legit-
imate,” the official declined to be quoted by
name.

Senator Ervin contends that in the “total
recall,” the permanence, the speed and the
interconnection of Government data files
there *“rests a potential for control and in-
timidation that is alien to our form of Gov-
ernment and foreign to a society of free
men.” The integration of data banks, mixing
criminal with noncriminal files, is already
underway, according to his subcommittee.

INTEGRATION OF FILES

The subcommittee has been advised by the
Department of Housing and Urban Develop-
ment, for example, that its data systems
planners have proposed to integrate on com-
puter tape files concerning the-following:
the ldentities of 325,000 Federal Housing Ad-
ministration loan applicants; the agency’s
own “adverse information file,” the Justice
Department’s organized crime and rackets
file, and F.B.I. computer data on *“investiga-
tions of housing matters.” The object, the
Department said, is a unified data bank list-
ing persons who may be ineligible to do busi~
ness with H.U.D,

As another example of how computer data
proliferates, the subcommittee cites a report
it recelved from the Internal Revenue
Service.

The LR.S., with millions of tax returns to
process, was one of the earliest agencies to
computerize. It has also had a reputation as
a bastion of discretion. The privacy of indi-
vidual tax returns has been widely regarded
as Invlolate, to be overcome only by order
of the President.

But the subcommittee has been told that
the ILR.S. has “for many years” been selling
to state tax departments—for $75 a reel—
copies of magnetic tapes containing encoded
personal income tax information. It is used
to catch non-fllers and evaders of state taxes.

The District of Columbila and 30 states
bought coples of the I.LR.S. computer/cover-
ing returns from their jurisdictions in 1969,
the service has told the subcommittee. Bach
local jurisdiction was merely “requested” to
alert 1ts employes that the unauthorized dis-
closure of Federal tax data was punish-
able by a $1,000 fine, :

CONGRESSIONAL RECORD — SENATE

FIREARMS DATA FOR SALE

The LR.S. also sells at cost—apparently
to anyone who asks—the copies of its data
files of registrants under the various Federal
firearms laws it enforces.

The Secret Service computer file 1s capable
of instant, highly sophisticated sorting and
retrieval of individuals by name, allas, locale,
method of operation, affiliation, and even by
physical appearance.

The agency’s Honeywell 2200, with random
access capability, makes it possible to detect,
investigate and detain in advance “persomns
of interest” who might intend—or officials
concede “they might not but we don't take
chances”—to harass, harm or “embarrass’
officials under its protection.

Unknown to most Americans, the names,
movements, organizations and “characteris-
tics” of tens of thousands of them—crimi-
nals and noncriminals—are being encoded
in the Secret Service data center here.

The names of other thousands have been
inserted in less specialized computers oper-
ated by the Justice Department and the
F.B.I. Although the agencies insist that they
do not, the computers can—and Senator
Ervin stresses that no law says they may
not—talk’” to each other, trading and com-
paring. in seconds data that may then spread
further across the nation.

The Secret Service can now query its com-
puter and quickly be forewarned that, say,
three of the 100 invited guests at a Presiden-
tial gathering 1n the White House Rose
Garden are “persons of protective interest.”

Under current Secret Service criteria, they
may have been regarded by someone as the
authors of reportedly angry or threatening
or “embarrassing” statements about the
President or the Government. The action
taken by the Secret Service may range from
special observation during “proximity to the
Prestdent” to withdrawal of the invitation.

What constitutes a computer-worthy
“threat” thus becomes important. The Se-
cret Service asserts that it applies relatively
easy-going and “sophisticated’” standards in
deciding who is to be encoded. But the
crities point out that the vast capacity of a
computer for nhames and dossiers—unlike
that of a paper filing system, which has
self-limiting ceiling based on the ability to
retrieve—lis an encouragement to growth.

The Information or “data base” for a Se-
cret Service computer name check flows into
the protective intelligence division from
many sources—abusive or threatening let-
ters or telephone calls received at the White
House, F.B.I. reports, military intelligence,
the Central Intelligence Agency, local police
departments, the Internal Revenue Service,
Federal building gusards, individual inform-
ants. .
~ Much of it that may be “of interest” to the
Federal monitors of civil disturbance data
is screened out, Secret Service spokesmen
say, or is merely name-indexed by the com-
puter with a reference to data reproducible
elsewhere, :

According to guldelines distributed by the
Secret Service last August, the types of in-
formation solicited for insertion in the com-
puter—broadened at the insistence of the
Warren Commission—included items about:

Those who would “physically harm or em-
barrass” the Presldent or other high Gov-
ernment officials.

Anyone who “insists upon personally con-
tacting high Government officials for the
purpose of redress of imaginary grievances,
ete.” )

Those who may qualify as “professional
gate crashers.”

Participants In “anti-Americen or anti-
U.8. Government demonstrations in the
United States or overseas.”

In an interview, Thomas J. Kelley, assist-
ant director of the Secret Service for pro-
tective intelligence, sald the computer name
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insertions already totaled more than 50,000.
The Secret Service is extremely careful, he
sald, both in evaluating the encoded subjects
and in checking to determine that those
who receive a printout are entitled to it.

But there apparently is no formal guide-
line or list of criteria for dissemination, as
there is for insertion. And direct, automatic,
teletype access to the computer from dis-
tant Secret Service bureaus—the system used
by the-airlines and the National Crime In-
formation Center—may be the next step, Mr.
Kelley said.

Nothing demonstrates how remote access
multiplies the output of a computer better
than the crime information center’s system,
staged by the F.B.I. in 1966.

With direct-access teletype terminals in 21
state capitals and large cities, the Informa-
tion center computer here can be queried
directly by local police departments on the
names, aliases, Soclal Security numbers, -
cense tag numbers and a broad array of
stolen goods (including boats) that come
hourly before the police.

An officer in a patrol car talling a suspici-
ous car can radio his dispatcher, ask for a
check of a license number, and be told by
teletype and radio in less than a minute that
the automobile is stolen antl that its oc-
cupants may be “armed and dangerous.”

With one of the newest and most sophisti-
cated random access computers in Federal
service the Secret Service data center can
also perform some wizardry that no other
equipment here can master, It can be or-
dered, for example, to print out a list of all
potential trouble makers—persons of pro-
tective interest”—at the site of a forthcom-
ing Presidential visit. The random access
scanning can be geographical,

Photographs and descriptions can be as-
sembled for the traveling White House de-
tail. Investigations, even detentions, can be
arranged at the site.

“You take a waiter in a hotel dining room
where the boss is golng to speak,” a Secret
Service spokesman explained. “Let’'s say the
computer turns up his name and we lnvesti-
gate and declde it would be better for him to
be assigned to some other duties. No one has
a constitutional right to wait on the Presl-~
dent, you know. That’s how it works.”

Cued by another more elegant electronic
program, the same computer can also produce
all the information it contains on the “‘char-
acterlstics” of subjects encoded on its tapes—
all the short, fat, long-haired, young white
campus activists in Knoxville, Tenn., for ex-
ample. Only the Secret Service computer
can do that,

The American Civil Iiberties Union of-
fice here protested last October that the Con-
stitution protects such acts as an effort mere-
1y to “embarrass” a Government official, the
persistence of citizens in seeking redress even
of “imaginary” grievances, and their partici-
pation in “anti-U.S. Government demonstra~
tions.” The Secret Service, however, has de~
clined to withdrew or amend itg intelligence
reporting guldelines.

“They seem satisfactory to us,” Mr. Kelley
said. “If we weren't getting the information
we want, we’d change them.”

Under the heading, “Protective Informa-
tion,” the guidelines read as follows:

“A. Information pertaining to a threat,
plan or attempt by an individual, a group, or
an organization to physically harm or em-~
barrass the persons protected by the U.S.
Secret Service, or any other high U.8. Gov-
ernment official at home or abroad.

“B. Information pertaining to individuals,
groups, or organizations who have plotted,
attempted, or carried out assassinatlons of
sentor officials of domestic or foreign govern-
ments.

“C, Information concerning the use of bod-
ily harm or assassination as a political weap-
on, This should include training and tech-
niques used to carry out the act.
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“D, Information on persong vho insisk
tpon  personally contacting hiet Qoverne
ment onicials for the purpose of redress of
imaginary grievances, ete.

“E. Informatior: 21 any person vho makes
oral or written statements about high Gove
sromend officials in the following categories:
{1) uhreatening statesmenfs: (2) irrational
tements, and (3) abusive statements.
2. fmvormaticn  on  professional
ers:

G, Indormation pertainine to
pombings.

“H Ik mation pertaining 1o the owner-
:hip or concealment by individuals or grouns
of carhes of drearms, explosives, or other im-
nisnvnm of war.

: Inivrmation regardine ent -American
ar 'mu~=l 3. Government demenstrations in
vhe TInited States or overseas.

*“J, Information regardine
ances,”
anator Brvin, wio is noted for a picduant
itnse of humor, said in a speech a few
inonths ago: “Although I am not a ‘nrofes-

ata crasher.” I am a ‘maleontent’ on
many issues,
“T have written the Persident and other
Iizh officials comniaining of grievinces that
“Gme many colsider ‘imaginary.’ And on oe-
vasion L may also have ‘embarsassed’ high
fiovernment officiaig.”

flasied on the gpuidelines, the Senator as-
z2vied,. e himself is qualified for the com-
1ter.

rate

‘terrorist.”

civl. disturb-

{Frora ine Greensdoro (N.C) Dkily News,
Juiy L, 19704
P'Ereors OF [NTEREST

Are you a “person of interest” to the
Uinited States govermment? You mav be
whether you know it or not, and regardless
+# whether you have a criminal record or
Ve AN arrest record.

¥ou are if you:
fessioliui™ gate crasher.
tempted or plan to attern pt, either
individually or as a member of a group or

the pergons protected by the 1.8, Secret
vice, or any other high U.S. gcvernment
siicial at home or abroad.”

Jiave made any orad or written siatemernts
soout bigh government officials that might
sz anuercreted as “Cthreatening,” “lirational,”
abumive.,”
ccasionally or regularly “insist ipon per-
sonally contacting nigh governmert officials
for the purpose of rodress of neginary griev-
ances. ena.”

‘hese ave some of the guidelines cerfain
federsl agoncies are using as they quietly
tid up information (some of it almost car-
LL inly faise Information based on rumors)
iers on hundreds of thousandi of iaw-
iding. but for one reason or ancther sus-
Anerican cltizons.

nu: the federal agencles enguged in this
ormation gathering are the Secret
ne Federal Bureau of Investigarion.
iice Lepartment. Internal Revenue Serv-
and the Armys Counterintetlipence
#naiysis Division., These agencies swap in-
formabion ireely and make therr tiles avail-
aole to certain other federal aganc.es.

‘the ncjes Involved cite as the source
31 their authority the recominendations of
e Wairen Comnission. The rommission
weommended the broadest possible surveil-
: ‘malconternts” and votential assag-

ice

- nough  tne  eommission’s.  reenom-
tendavions have not been enacted into Iaw,
ihe federai agencies now in the survefllanee
ness are going far beyond them. Par-
ipasion in an anti-war demonstration is
gh 10 eet on the list.

s in faking pince apparvenslv with the
i at of a majority of Amerlean riti-
Bly because most of them are un-

SIS, 1Y
wure OF she extent of the informat on gathe
<ring and itg implicssions,
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The broed language of the guldelines ths
agencies uge 1s dangerous In itself. So is ths
practice of integraiing the flles on criminals
with the files on law-abiding citizens. Taos
gether with certain provisions of tha Nixon
administration’s omnibus crime bill, sucih
as the preventive detention and “no-knack?
search clauses, they lay the ground work fot
a volice state of a sort Americans have nevet
known: except by hearsay.

Few public eritles of this developing sur+
veillance system have emerged. The only tw)
in Congress are Senator Sam J. Ervin Jr. of
North Carolina and Rep. Cornelius Giallazher?
of New Jerzey. Mr Ervin charges that thi
system Is a threat to the right of privac?
and 2 potential irfringement of the ¥ irss
Amendment, rights of free speech and asrem.
bily.

Senator Ervin, chairman of the Senat)
Subcommittes on Constitutional Righte,;
takes the view that the government’s ini
formation gathering about the lives andd
habits of its citizens js pushing the couni
try toward a mass survelllance system un.
nrecedented in Amoerican history.” The fed s
aral gumshoes are eetting by with it hecausy
Amerieans fail to understand the compute!
mystique and its implications, Mr. Ervin
|AYS.

Briefly, the computer mystique is tha
Aoctrine that the computer is foolproof. 1011
per cent objective, and naturally superior tu
the human brain that created 1t. Emotion
clearly does not enter into a computerit
Qecisions,
routine task much faster than a man. Bwi
thousands of Americans on computer billing}
i1sts know the computer can make the samus
orroLs taab men mase.

The difference is that when a compute
wnakes o mistake it is almost impossible
geb It fo correct itself without the inter:
vention of the humans who gulde it. But i
iz not in the seif-interest of those who pro--
gram and operate the computer to catch i
in oo many mistuzes. That would tend s
underinine the computer mystique upor:
which thelr jobs and power depend.

Scuntor Ervin contends, and we agree.
vhat within the government data files there:
salsis “a potential ior control and Intimida-
tivn taat is alien to our form of governmeny
and foreign to & society of free men.”
Based on the guidelines, the Senator told re-
poriers, he is himself qualified for the com-
puLer dies.

“I Lave wrilten
high
that scme may consider ‘imaginary.
uir occasion may also have ‘embarrassed
Liigh government oilicials,” he sald,

How do you breaix up the snoopers’ p:ay-
house in Foggy Botiom? The quickest way is
to let your congressman and senators know
you don't like it. Congress can put the na-
tionhal data bank out of business. Congress

the President and othel

will put it out of business when ths publc:

demands it, but not before.

jFrom the Asheville (N.C.) Times, June 18:
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EBE1G¢ BroTHER WINS ANOTHER ONE

Overruling a lower court, the New Jersey
Suprerae Court has Jdecreed that police apen-
cles In that state may indeed complle ex.

haustive dossiers on persons who take nart:

In. demonstrations---whether or not the de-
mmnstrations involvad disorder and whether

or not the person investigated committed’

anv 1l1spal act.
The range of this Big Brotherism is dan-
gerously wide. It parmlits the compiling of

informasion on the individual’s family, em-’

ployment, finances, personal habits and past

activities. The danger is that it makes penple:

who may have been only innocent bystanders
subiect; to thhe most. intensive kind of official
prying. The mere guthering of the iaformas
tion, which involves police questioning of
Iriends, employers and others, can all too

And A computer can perform i -

officials complaining of grievance::
Ang:

1970

among

Serdember 8,

often arouse unjusiified suspicion
acquaintances.

This prving trend is by no means con-
fined to New Jersey. It has been revealed
recently that Army Intelligence has dossiers
on milliors of Americans with the only ex-
cuse that such persons might some day be
investigated for sensitive posts in the mili-
tary establishment. Just recently the White
House instigated a check into the personal
backgrounds of 250 State Department em-
ployees who protested the Cambodian in-
vasion. The FBI of course has voluminous
fileg

It would seem that the polnt is right here
at which to draw the line on this ever-
increasing snooping info the private lives
of presently uninvolved citizens. The line
should be at the poiat where an individual
has actually applied for a sensltive pesition,
or has actually been involved in illegal dis-
orders. Mere participation in an orderly de-
monstration should e no authorization to
open a flle.

North Carolina’s 3enator Sam J. Ervin
has heen the leader in Congress in defending
federal employees from the often outrageous
lengths to which security checks go. He could
well lift his sights and take in the whole
rangs of official prying into private lives.

Enforcement agencies have the right and
duty to learn all they can about individuals
who seek sensitive posts or who are sus-
pected of committing illegal acts, Investiga=
tlon hefore the act is indefensible.

Hopefully, the New Jersey ruling will be
taken into the federa! courts and there over-
turned. Big Brother has too rauch power
alreadv.

[From the Omaha World-Herald, Jan. 15,
18707

ERVIN OoN GUARD

The trouble with lesting government agen-
cles have all those data processing machines
is that it helps creaste a demand for more
data to be processed.

This can lead to the government’s Laving
much more informasion than 1t needs or
than is good for it or the country, especially
when the information consists of files on in-
dividual citizens.

Sen., Sam. J. Ervin, D-N.C., chalrman of a
subcommlittee on constitutional rights,
thinks he detects an instance in which the
government is trying to collect too much
about too many people, and for insuficient
reason.

Ervin has question-,d the Secret Service's
atternpt to enlist other government agen-
cies in the compiling of computer dossiers
on persons who make threatening, irrational
or abusive statements about high govern-
ment officials; professional gate crashers;
persens who insist on persomally contacting
high government offfcials for the purpose of
redress of grievances, or people who take part
in demonstrations.

This sort of Information gathering Ervin
charscterized as “conducive to s mass sur-
veillanece wunpreceden-ed in American hise
tory.” He wrote a corncerned letter about it
to Treasury Becretary David M. Kennedy,
whose department includes the Secret Serv-
ice.

Kennedy replied that the Secret Service
limited such activities to its mission of pro-
tecting the President and others for whose
safety it 1s responsible.

He sald the Infoimation Ervin referred
to was being sought cmly from law enforce-
ment agencies, not from “run of the mill”
government workers, He also said that the
information relating to peopie who had taken
part in demonstrations was required only in
connection with the safety of the President
while traveling.

Ervin also questioned whether the in-
formation the Secret Service was gathering
would be in safe hands He said he was con-
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~cerned over who would have access to the
files.

Kennedy replied that all computer person-
nel have. top secret clearances and that no
other persons or agencies had direct access
to the files. .

That, perhaps, is the key to maintaining
continued freedom from mass surveillance
by the government. If the information on
individuals obtalned by one branch or de-
partment is kept in lts own files and used
only for its own hecessary purposes, the like-
lihood of untoward government surveillance
is reduced.

However, if all the agencies of government
started comparing notes and collecting indi-
vidual flles into master dosslers, Washington
could end up with a frightening array of
weapons that coulld be used, at the whim of
a bureaucrat, for any number of unsanctified
purposes.

Sen. Ervin has suggested several ap-
proaches to computer control and legislative
safeguards, including prohibitions on trans-
fer or use of data collected for one purpose
only.

Perhaps, in the case of tife Secret Service,
nothing particularly ominous is involved in
the gathering of information. At least Sec«
retary Kennedy's reassurances to Sen. Ervin
sound convincing.

But this assuredly will not be the last
time when the government’s use of informa-
tion gathering and storing techniques will
be called into question. The best way to keep
1984 from getting here before 1t is due on
the ecalendar is to be alert to the dangers,
and we hope Sen. Ervin and others will con~
tinue to be.

[From the Sioux Falls (S. Dak.) Argus
Leader, Jan, 16, 1970]

A HiNT oF BIG BROTHER'

Sen. Sam J, Ervin of North Carolina, chair-
man of a Senate subcommittee on constitu-
tional rights, has expressed concern about
what he sees as a new threat to First Amend-
ment freedoms.

The threat, he fears, 1s embodied in new
Secret Service guidelines for gathering and
storing information about many citizens,
Ervin has performed a valuable public serv-
ice by calling attention to this matter.

It is the old story; Little exception could
be taken to what the Secret Service is doing
if there were firm guarantees against mis-
use of the data, but there are no gusrantees.

Congress had better get busy and provide
for some. Ervin thinks ‘“the criteria for filing
information about individuals are guestion-
able from a due process standpoint, are im-
practical and are conducive to a mass sur-
velllance unprecedented in Amerlcan his-
tory.” That is something to worry about.

[From the New York Post, June 30, 19701
Bic BROTHER'S NEwW Tovs

There has been little response on Capitol
Hill to disclosures about the government’s
growing industry in recording the names and
activities of “malcontents” on its computer-
ized and milcrofilmed tapes. But the Senate’s
leading lecturer on Constitutional law, Sam
Ervin (D-N.C.), has suggested that under
the government’s criteria, he could well be
suspect.

According to Secret Service guidelines,
among the dissidents the computer should
know about are:

—Those who would ‘“physically harm or
embarrass’” the President or other high
officials.

—Those who seek personal contact with
high officials “for the purpose of redress of
imaginary grievances.”

Obviously there’s room there for more
than just one Senator.

Conslder the phrase “imaginary grievance.”
To whom is a grievance imaginary—the law=
maker who brings it or the official who re-

jects it? The answer, of course, 1s the officlal;
he's also the guy with the computer.

That section, then, nets all of Sen. Ervin’s
colleagues in Congress. The only remaining
Capitol Hill figure unaccounted for is the
president of the Senate, Vice President
Aghew, and he could fit the composite for
section one. .

That he feels to embarrass the Presi-
dent has been adequately proven. That he
might physically harm him would seem im-
plausible, But it should be noted that he has
had to look elsewhere than the White House
for his golfing companions and tennis
partners.

[From the Washington Post, Apr. 24, 1970]
In TeHE NAME OF SECURITY

A fear of unorthodoxy is the first symp-
tom of insecurity. It marks national admin-
istrations that have no clear sense of pur-
pose or direction, Such administrations quite
naturally, like a stream seeking its own level,
tend to seek in their personnel medlocrity,
conformity, conventionality. Innovation
frightens them; dissent dismays them. And
50 they bar from employment anyone who
has ever displayed any signs of eccentricity
or independence, It is all the more disquiet-
ing that such a system of selection is always
undertaken in the name of national security.
It operates, manifestly, to diminish security
rather than enhance it.

Sen., Sam J. Ervin Jr., chairman of the
Senate’s Constitutional Rights Subcommit-
tee wrote to the chairman of the U.S. Civil
Service Commission last week to inquire
about report “new rules governing qualifica-
tions for federal employment which would
exclude persons who have engaged in dem-
onstrations and protests.” The CSC says that
no new rules have been adopted; the old
rules are simply being applied with a bit
more stringency. In this connection it is
alarming indeed—although by no means
surprising—to learn that the Cilvil Service
Commission malintalns a blacklist contain-
ing the names of at least 1.5 million Ameri-
cans who might, at some time, have been
involved In “subversive activity.” The black-
list i1s largely compiled, without any fixed
standards, from references to individuals In
the publications of so-called radical student
movements. -

Shades of Titus Oates and Joe McCarthy!
These scraps of information squirreled away
in the fliles of the CSC are like so many pellets
of deadly poison. Although they are not
supposed to be taken in themselves as proof
of subversive activity or intent, they operate
inevitably, nonetheless, as flags disqualifying
their subjects for federal employment. The
injustice of this system to the individuals
damaged by it is the least of the problem.
The worst of it is the impact on the public
service. As Senator Ervin observed, 1t is es-
sential to assure that any denial of a se-
curity clearance or of a federal job is rend-
ered on equitable, just and timely standards
of soclal behavior. Otherwise we face danger-
ous conformity in our national life and a
bleak future of mediocrity in the federal
service.

[From the Asheville (N.C.) Citlzen,
July 2, 1970]

You CAN BE A PERSON OF INTEREST

Despite the fact that a few volces are ralsed
in opposition—notably that of Senator Sam
J. Ervin—intelligence agencles of the Fed-
eral government are still quietly compiling
informational files on hundreds of thousands
of law-ablding—though presumably sus-
pect—Americans.

Declaring that violent political dissent and
civil disorder require the poliey, the govern-
ment is building s mass of computerized in-
formation on “persons of interest.”

The phrase is & term for those citizens,
many with no criminal records, whom the
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government wants to keep track of, just in
case trouble breaks out.

The files often contain seemingly unim-
portant data, which can be shared—almost
instantaneously---by half-a-dozen intelli-
gence gathering groups.

The operation does not disturb us particu-
larly, though it is unauthorized by law and
raises serious constitutional gquestions.

Critics claim the computerized “who’s
who” is leading the country toward a police
state.

Possibly so, and much of the actlon seems
senseless. But think what a convenient tool
the files would be if the country—God for-
bid—ever drifts toward dictatorship.

[From the New York Times, July 4, 1970]
OUR ALIENATED RIGHTS

One hundred and ninety-four years ago
the Founding Fathers asserted their inde-
pendence with a ringing Declaration of man’s
“unalienable rights.”

Today, as too often before, those rights are
once more threatened. They are threatened
not by some tyrannical foreign monarch, but
by domestic governmental agencies whose ac~
tions and proposed actions against crime and
dissent endanger constitutional guarantees
designed to safeguard the rights of Ameri-
cans to “life, liberty and the pursult of hap-
piness.” .

Typical of these new dangers is the spread-
ing web of Federal prying into the private
lives of citizens. Utillzing modern computer
technology, Federal police, security, military
intelligence and other agencies are accumu-
lating vast stores of data on the activities of
hundreds of thousands of unsuspecting “sus-
pect” Americans.

There 1s nothing wrong with the use of the
computer to help make more efficient and
effective the legitimate work of law-enforce-
ment and other agencies. A modern soclety
must use modern techniques to help enforce
and administer its laws and to protect itself
from those who would do viclence to its
leaders and institutions.

But a subcommittee headed by the highly
respected Senator Sam J. Ervin Jr., Democrat
of North Carolina, has unearthed alarming
evidence that Federal agencies have been em-
ploying the new technology to amass data
that has little or no direct relation to criminal
or other activities of legitimate Federal con-
cern. Particularly disturbing are persistent
reports that the Army’s Counterintelligence
Analysis Division is disregarding orders to
stop collecting information on peace and civil
rights organizations. Furthermore, the sub-
commlittee reports that restrictions on the
dissemination of “intelligence” accumulated
by some agencies is woefully inadequate.

Among the “persons of interest” on whom
the Secret Service collects data are individu-
als who have merely threatened to “embar-
rass” a high Government official, who “In-
sist upon personally contacting high Gov-
ernment officials for the purpose of redress of
imaginary grievances, ete.,” and who patr-
ticlpate in anti-American or anti-United
States Government demonstrations.

Senator Ervin, a conservative and a student
of the Constitution, has observed: “I am a
‘malcontent’ on meny issues. I have written
the President and other high officials com-
plaining of grievances that some may con-
sider ‘imaginary’ and on occaslon I may also
have ‘embarrassed’ high Government offi-
cials.”

Senator Ervin is obviously a “person of in-
terest” by Secret Servige definition and
therefore grist for a Federal computer. In-
deed, any American today who vociferously

" articulates unpopular or unorthodox views is

in danger of being digested by a Federal com-~
puter, along with common criminals, and of
being exposed to potential harassment and
humiliation.

If Americans still cherish the Declaration

of Independence and the rights we celebrate
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today, they

will insist that their represen-

tlongress support Senstor Ervin’s

O 2lace strict legal limite on Federal
3 d dissmminasion of information

ities of nrivate citizens

Pren lompnter world, Aue. 27, 19691

£ sw LosTY

The bili to implemens President Nixon’s
lonal  somputerized  iob bank  program
s zive 1he secrelary of labor the tower to
scribe rules and regulations to assure
oitdantiality of information submitted
e ane’ to one of the hanks,

i nowiere ig tnere sny mention of the
point made by President Nixor durine
WEion campaign, At thet time, he
1 thwt only jobs would be shored. Ap-
would not have to inonut their
<, only thedir quaiii nms. This
privacy and eliminate any pos-
. y titat additional personal records
would be sathered and stored.
‘hile tie absence of this preeas:tion from

muxh o
will.

Dpder i1 it were spellsé out in

7 i CAL PRESSURE. NEEDED

AL presend, the individual has no protece
wt againss the use or misuse of personal in-
nat.en i deta barks, and it now appears
sl 16 will De several vears before adeanate
preteetive logislation can be Tormulzted.

dud the most important date Henks are
ing sef 11 how, and there i& a nend for im-
iate wotection. Several congressmen
ve §g d that a person or group he
named as o data bank ombudsman, with the
frrwer and responsibatity to provect the indi-
vl st the misiise of information in

H

[sr1%1

Sueh s ombudsaan  brovides an e
Mediatbe solution to an immediate problem.
And he wonld also help to find a loag-term
saiution, because he would be able tc use nis
ckperierce Lo help formulate laws reprulating
dala benks.

fmbnudsmen should be appointed . both
ihe stave and federal level. But the appoini-
ment o sueh ombussmen will ocenr only if
sUrs 1§ orought on legislators ncw. This
is an election yvear and consumer protection
is an irporiant issue—<congressnmen aad state
lepmglators will be more responsive this year
Liian at any other time.

we propnse that sndividvals and local
chapters or professional societies immoadiately
seain a campaign for cdate bank ombudsmen.
h a caxnpaign shouid be primarily edu=
onai av iirst: informing local newspapers.
i@ legisintors, and congressmen of the
dangers pesed by computerized date banks
wnd propesing the appointment of ombuds-
msn as an immediste solution. Anc ve must
krep th2 pressure on.
ta banrk ombudsmen offer the niv hope
proweting the righws of the individual in
thut pear future. Concerted action ty com-
3 ionais could make such pra=-
ivy.

[From tne Washington Evenunwg =var, Mar.
i6. {9701
in oY AND THE COMPUTER
tiie (liche about peoble having skeletons
=ts 18 woelully out of date. These
ietons are In computerizsd data
‘s worse. the figurative skeletons
.y be nusiabeled with the wrong owners’
anmes, OF they may bo the figment of a com-
suier's imaoination.
e tdanrers of the mysterious, hard-io-
wiube data banks have been much discussed
n the last few years. The discussion is
abwulb to sccelerate again, and it’s a2 good
hing, Decause eventually sometning may ve
done about the provlem.
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The National Academy. of Selences has a
8148.500 Russell Sace Foundation grant to
conduct a broad study of how to preserve
privacy and civil liberties against the on-

slanght of the compater age. The study will -

Lz conducted by Columbia Professor Alan

Westin. an expert on the subject, and will -

Tocus on how to protact the rights of persons
{meaniag everybody' on whom information
is collected and stored for a varlety of uses.
Westin will be backed by a panel including

Ralph Neder, James Farmer, former Atsorney
General Katzenbach and Representative Cor- *

aeclius Guallagher of New York, who heads

tiie House subcommittee on invasion of prie -

Vacy.

Cu aavther front, House committee hear-
ings are to start tomorrow on the proposed
TFair Credit Reporting Act, which already

s Senate approval. The bill alms at giving

cousumers a way to counter erronecus or
malicious information on- file against them
i credit dads banks. Included in the bill’s
provisions are rules to limit disclosure of
iuformation, to lei the consumer know
what's I his own file and to give him the
tight to dispute the :nformation.

o4l dormant 1s the 5-year-old proposal
for a National Dats Bank, a menacing cen-
iralization of the information collected by
fecderal agencies. The plan raised congres-
slonal howls in 1966 and was quickly put
down as an Crwellian step toward Big Broth-
erism. But don't eount it out—it makes
too much computer-type sense to have one
big conirol panel able to spill the beans on
all our lives.

Future studies are likely to add to the
erowing vile of horror stories about people
‘whose lives were marred because a computer
Aredeed up some embarrassing fact from the
sooner-forgotten past-—or from nowhere. It’s
too bad the comprehensive National Academy
of Selence investigation, which could lead to
important reforms, 15 scheduled to take 214
vears. Because that will bring us 2Y% vears
closer to 1984,

'from the Houston (Tex.) Post, Mar.
10791
Data BanNe: IDEA ALIVE

Ihe proposal advar.ced a few years ago to
csiablishh a national “data bank” in which
informaftion collected by federal agencies
would be stored and made available at the
pushh of & computer button appears o be
rar from dead.

iy is being talked up again, at least suf-
iiciently for Sen. Sam J, Ervin of North
Tarolina, chalrman ¢ the Senate’s subcoms-
inittee om constitutional rights, to say that
I1e will reopen the hecarings this year,

Despite assurances that there would be
wil kinds of safeguards to protect the privacy
vl individual citizens, the mere thought of
tite pooling of all the information gatihered
by government agencies was enough to
Lriuse in the minds of a great many people
Orwellian nightmares of a *“Blg Brother”
tehing theif every move constantly.

Zven though it was promised that the
<ivred information would be impersonal and
noi; linked with any individual, being of the
geaeral type collected by the Census Bureau,
there were fears that once the inforraation
tank should bhe established, this could be
~hanged It would be = relatively simple mat-
ter to compile and file away a falrly com-
plete dossier on everv citizen, containing all
kinds of highly personal information. This
information might or might not be accurate,

‘The great fear was that any concentration
of data could be abused and the informa-
tion misused, perhaps not immediately but
at some time in the ‘uture. The instinctive
reaction of most pecple that it would be
much safer, so far as the privacy and per-
haps the freedom of the individual citizen
i3 econcerned, not to permit the proposed
“bank” to be created.

16,
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Potentlally, there could be a great con-
centration of power in the hands of who-
ever assembled and controlled the informa-
tion, and it is elemeniary that the diffusion
of power is the be:t protection against
tyrannical government.

Federal agencles now collect a great deal
of information about a great many people
in the course of their 1ormal operations, but
the data collected by one in most cases is
not avallable to the others. For the *“data
bank™ idea to be acceptable to most people,
It would be necessary that there be strong
restrictions upon the informatiom that is
pooled, on how it is to be used and to whom
it 1s to be made available. It remains for
advocates of the idea o prove that adequate,
foolproof safeguards against misuse and
abuse are possible.

Although efforts to establish a national
“data bank™ have been blocked thus far, vast
quantities of highly personal information
already are stored in computers about prac-

; tleally every American citizen, and if the

data ever should be brought together, 1t
would make fairly complete dossier on him
and all of his personal rffairs.

The tremendous exransion of this coun-
try’s credit system has made necessary the
compilation of informetion about everybody
who buys anything on credit. It is necessary
for those who extend credit to know a great
many facts, much of i3 very personal, about
those seeking eredit o determine how zood
credit risks they are. “his has glven rise to
many private agenciss that collect this in-
formation., Many of these co-operate and

. exchange information.

It is estimated that one credit agency

" alorie has data on millions of Americans on

file in ita computers. Every time a cltiven
draws a paycheck or answers a census ques-
tion, the information is recorded on BOMIE

. body’s computer sonmaevwhera.

There 18 relatively liitle reason for alarm
in this because the information is frag-~
mentary and widely seittered, What arenses

‘concern are continuing efforts to bring all

these bits and pleces of information together
in one vast computer bank, with the hosstits O
bility that the data might fall into the wrong
hands and/or be misused.

[From the New York Times, July 7, 1970]
IN THE NaTION: A RIgHT Nor To B
DATA-BANKED? ¥
(By Tom Wicker)
WassINGTON.—Do yoit have a right not to

‘be stored in a computer, where you can be
called up for instant investigation by any

bureavcerat or law officer who considers you a
“person of interest” os who may want to
provide someone else—maybe your em-
ployer-—with “facts” about you? If you
haven't thought about that, it's high time
you did.

Ben A. Pranklin delsiled in The New Vork
Times of June 28, for example, how Govern-
ment “date banks” are mushrooming out of
computer wizardry. Literally hundreds of
thousands of individual dossiers now are
being stored on tape by various agencies. The
tape can be fed to computers with instant
rerall: and the computors and tapes can he
interconnected from ons agency or region to
another in an ominots national network.
Numerous state agencies have easy access to
the material in this coiputer network, and

‘are under little or no pressure to keep it

confidential,

At the very least, therefore, some guide-
"Ines on the complilation of these banks and
some safeguards on disseminating the mate-
rial appear in order. An interesting case
vending in Federal court here (Menard v,
Mitchell and Hoover) may help provide

-them.

A Maryland man wrs arrested in Cali-
fornia in 1965 on susnlcion of burglary, held
for two days, then released when police
found no basig for charging him with a
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crime. Subsequently, a brief record of the
detention, together with the Maryland man’s
fingerprints, appeared in F.B.I. criminal flles,

Maintaining that the record 1s misleading
and incomplete and that it is not properly
a “criminal record,” the Maryland man
moved in Federal District Court here to have
it purged from the F.B.IL files.

COURT CONCERN INDICATED

The Court denled this motion, and the
man appealed, On June 19, the Court of Ap-
peals for the District of Columbia, While
finding no fault with the district court’s rul-
ing on the motion, ordered the case remand-
ed for trial and “more complete factual de-
velopment., The supporting opinion, al-
though limited to the case, suggests the eir-
cult court’s concern about what ought to go
into Government files, under what rules, and
whether proper safeguards surround its dis-
semination, .

The judges (Bazelon, McGowan and Rob-
inson) pointed out that the fact that the
police had been «ynable to connect” the
Maryland man with a crime did not neces-
sgrily acquit him of having committed one,
and they conceded that certain arrests not
followed by a charge or a conviction might
be a proper part of someone’s criminal record.
But, they asked, did the mere fact that a
man had been picked up and held for two
days Justify the ¥.B.1. in retalning the record
in its criminal ldentification files?

An arrest record (the distinction hetween
a “detention” and an “arrest is considerably
less than a difference) can be terribly damag-
ing to one’s opportunities for schooling, em-
ployment, advancement, professional licens-
ing; it may lead to subsequent arrests on
suspicion, damage the credibility of wit-
nesses and defendants, or be used by judges
in determining how severely to sentence.

- Moreover, thousands of arrests are made
every year without any further action against
the arrested person, usually for lack of
evidence,

DISSEMINATION ISSUE

Thus, the court asked, if a person is
arrested, even properly, but no probahle
cause for charging him 1s developed, should
he “but subject to continuing punishment
by adverse use of his ‘criminal’ record?”

This has particular point because of the
lack of established safeguards on dissemi=
nation. The Maryland man’s record, for in-
stance, could be made available by statutory
authority to “guthorized officials of the

Federal Government, the states, cities, and

penal and other institutions” and also, by
an Attorney General’s regulation, to govern-
ment agencles in general, most banks, in-
surance companies, and railroad police.

When New York recently passed & law
requiring employes of securities firms to be
fingerprinted, several hundred were dis-
missed for “criminal records,” but about half
of them had only arrests, not convictions,
on their records. The Appeals Court, noting
this, reasoned that ¥.B.IL. records had been
passed directly to the securities firms in-
volved.

As data banks proliferate, so will the in=~
discrimineate use of the material they con-
tain. And that raises the question whether
an American citizen has & constitutional or
legal right not to be data-banked, comput-
erized, stored exchanged and possibly dam=
aged—materially or in reputation—by. the
process.,

{From the Huntsville (Ala.) Times,
July 12, 1970]
“MAFIA MACHINE” GoES To WORK
(By Jared Stout)

WASHINGTON. —A computer nicknamed the
Mafis. Machine has gone to work in the Jus~
tice Department, giving organized crime
fighters their most powerful weapon to date,
But it may be a mixed blessing.

CONGRESSIONAL RECORD — SENATE

While the machine is enabling heretofore
impossible analysis of the activities of or-
ganized eriminals, it 15 also raising new ques-
tions about computers in law enforcement
and invasion of individual privacy. :

Within the computer’s memory, the de-
partment is storing histories of the major
and minor flgures In confederated crime,
how and where they travel, even details on
their eating habits.

But the department is also computerizing
the names of those legitimate individuals
with whom the Mafiosl often deal, persons
against whom no charges have been brought
or proved.

Thus while members of the Organized
Crime and Racketeering section are highly
pleased with the workings of their still em-
bryonic system, they are deeply troubled by
the privacy issue.

«T feel like I'm walking around with a
bomb In my hands,” said one official who
has worked on the project and who declined
to be guoted by name. ‘“‘Some of {his in-
formation is really dynamite.”

«The fact is the privacy issue is one of
pararnount importance and we haven't yet
figured out a way to balance the law en-
forcement needs with the constitutional
safeguards for privacy,” the official sald, .

For the moment, however, the privacy
question is being put to one side as the
department fine-tunes the computer and ex-
plores its use in analysis of what's golng
on within the organized crime community.

Individuals now included within its mem-
ory against whom there may be no more
than a suspleion—a person who, for ex-
ample, is frequently seen in the company
of a known hoodlum—are protected by tight
security.

According to the department, only law
enforcement, agencies with a need to know
are given information drawn from the com-
puter, and they insist that individuals listed
because of unverified suspiclons are made
known to mone outside the federal investi~
gative family.

The baslc data for the computer has come
from reports glven the organized crime sec-
tion by 26 other federal agencles, principally
the FBI, the Internal Revenue Service and
others that regularly join the sectlon in co-
operative investigations.

The information is, however, keyed into
portions of the 400,000 file cards containing
250,000 names of Mafia or Mafia-related
individuals.

Until six weeks ago, the file cards were’
the major source of section information, a
system that prevented recall of the data they
contained without spending days, perhaps
weeks, of manual sorting.

The computer makes possible high-speed
searches of the records the section has In-
corporated within its memory, ylelding up
in minutes, for example, a list of all those
Mafia figures nicknamed ‘“‘Sonny.”

such information becomes useful because
the operators of blg crime often speak of
one snother only in nickname references.

Gerald Shur, the man-in-charge of the
computer program, said in a recent Inter-
view “the kinds of questions we can ask are
limited only by the data we can feed into
the computer.”

Shur sald ultimately the department hopes
to store enough information to enable pre-
dictions about the impact of investigations
or develop economic theories to estimate
what kinds of business situations organized
crime may be heading toward.

[From the Boston Herald Traveler]
Bic BROTHER (U.8.) Is WarcHING YoU
(By John S. Lang)

(Nore.—The government knows far more
about you than you may suspect. And if
you've ever taken part in protest marches or
the like, even the military services probably
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have been keeping tabs on you. Some agents
have selzed garbage in hunting incrimi-
nating evidence.)

WasHINGTON.—Behind the closed door of
Room 2439, a handful of government clerks
search through radical newspapers, method-
jcally snipping out names. They are hunting
Americans favorably mentioned by the publi-
cations of dissent.

Found, snipped, checked, reviewed, the
names are conveyed down & wide clean cor-
ridor to be fed into a “subversive activities”
data bank already bulging with names of 1.5
million citizens.

The name-hunters in Room 2439 are low-
jevel servants of the Civil Service Commis-
sion, the agency set -up to oversee federal
employment.

The commission’s security dossier—not to
be confused with its separate files on the 10
million persons who have sought federal jobs
since 1939—are indicative of the watch the
government Keeps on Americans in this age
of dissent and social turmoil.

An Associated Press study showed:

Military intelligence agents have spled on
civillan political activities and kept secret
compu_.terized files on thousands of individ-
uals and organizations although Pentagon
counsel cannot cite any law authorizing this
surveillance.

The Army has kept a so-called blacklist
which included the names, descriptions and
pictures of civilians “who might be involved
in civil disturbance situations.”

A second list has been circulated by the
Pentagon’s counter-Intelligence Analysis Di-
vision as a two-volume, yellow covered, loose-
leaf publication entitled “QOrganizations and
Cities of Interest and Individuals of In-
terest”—according to a court suit.

The FBI, with the most extensive security
files and 194 million sets of fingerprints, has
infiltrated the leadership of virtually every
radical organization in the United Stafes.

Agents of the FBI, Naval Intelligence and
local police have selzed citizens’ garbage In
hunts for incriminating evidence. In one case
Navy agents examined garbage from an en-
tire apartment house to find information
about one tenant.

The Secret Service has set up a computer
with 100,000 names and 50,000 investigative
dossiers on persons who it says could be dan-
gerous to top government officials.

A Senate subcommittee found that fed-
eral investigators have access to 264 million
police records, 323 million medical histories
and 279 million psychiatric dosslers. In each
category, that’s more numbers than there are
people in the United States.

And the massive files of investigative and
intelligence agencies contain but a small por-
tion of the information the government col-
lects on its citizens.

Millions of scraps of information go into
federal files routinely when citizens pay
their taxes, answer the census, contribute
for Soclal Security, serve in the military, or
apply for a passport.

In fact, & Senate subcommittee calculated
that the names of U.S. citizens appear 2.8
billion times in federal records. This means,
the panel sald, that the statistical odds are
that a dozen different agencies have files on
the typical law-abiding citizen,

Much of this data 1s held in strictest con-
fidence, Census questionnaires, for example,
can be inspected only by Census Bureau em-
ployes—and they’re sworn to secrecy.

Federal Income tax returns also are con-
sidered confidential by the IRS. But they
may be seen by the heads of federal agen-
cies, some congressional committees, the gov-
ernors of every state and by a special coun-
sel to President Nixon.

A proposal three years ago to gather files
of all agencies Into a National Data Bank
and use them for statistical purposes kicked
up such a furor in Congress that, according
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o one atielal, “now thatb issue is dead as a
doda.”?

Bt Lae AP study showed that investioative
and .nteiligence agencies ean—and do—share
the information they gather.

For e<ample, investigative agencies of the
vRecUllve branch have access to the “sub-
versive activities” data bank in the Civii
service Commission’s downtown Washinpg.
‘e headguarters.

according to an official commission pnbli-
mition, whe data bank “at nresent . . . con-
Laing anproximately 2.5 million irndex ~ards
contzimng information relating to Commii-
a1st an other subversive artivities.”

e cocument adds: “No information i9
wided to this file until it “has heen deter-
mined aiter careful review hv a rasnonsibla
<Micial who is experienced in this field that
Iy actiad question of subveraive aetivity ia
involved. .
iex thumbiag throusgh the file dis-
nes like:

Garry a white San Franeisco at-
10 represents the Hlack Panthers.
shelton, a leader of rhe Ku Kluy

Lherle
LOTNEY T

TRoberi
lan,

azihhon Lynd, a professor and radiea’
writer,

itokers DaPugh, nead of the Minutemen

The files are kept asg index cards in mach-
anized roiary cabinats, There are thick bun-
dles of cards for some individuals, only one
oaid for obhers. The eards do not state any-
ihhing sbouf A persom: they are more like a
hibliozranhy, eltine publications which men.
tion Tim. Until evaluated, the slipnings are

sigeredt “raw data” and sre Xent in other
Iiing cabinets,

One Nirine in the raw dats s fhat of Wile
Ham. Kunstler, elvil rights atior 1y  who
represented the defendants in tha “Chicago
77 conspiracy trial and who faces a Jail term
for contemnt of court,

Kimball JTohnson. director of the commis-

ien’s Bursau of Personnel Tnvesuigations,
ys the =ecunsy file ts Kept 1 to date bv 17
slorks, “eenarts In the fleld,” who read Conie
chanis,  mrblications, the Rlack Panther
wipaper. the free presses, undsrgrovmd
pers anid other publications snet, ag The
wardian. Workers World, The Milisant and
rerationr. News Service,
‘We razd these and clip the names of nen-
‘ supporbed by them,” Johnson snys. “Tt’'s
21 in the public domain. Tt's simnly Shat 1in-
88 you rciin it and tfitle it there’s no ane
aund that can comraehend it

sectlon Chief Plerce waves n hane toward
A ptack i oublleations on a table in his 6f-
Hee and 3: "Thas’s what we chack, Ti's
il of versive msaserial. Note tre Com-
e ar icasso and othera =11 #ied in to
Commumnicm ¥

Asked ts: cite a statute or ragulation gu-
Lhorizing the gecurity file, Johnson replied
ihere it no sneclfic Inw, But, he addeq:

lhe fe is an escautial ton! ta the com-
=al funcrion of inves Ing the
ple for federal emp 1ient for
tions. And there b He Yo
which shifted resmonsibility for making
sonnel investigatious from the ¥RI fn the
ivil Servies Commizsion.”
s8ion snyg 13 seenviiv dile aids
investication which oire “the
ssurance that all nersongz privi-
semploved in . . . ecvernment
trustworfiny, of eond conduct
. and of complete snd unswerv-
the ted States ”

UL oulsy suys that when any subvergive jn-

rrmation s rom the srcurlty file ic idontifiad
Wikt 2 parynm nnder tnvestigntion te cac
s referred o the BT for 1 full finid loyalty
irohe.
e BT Y
. o powers-—based on presidential dires-
‘ives datines hack to 1939--for investigating
catiers raiiking to espionage, sabotage and
Jldatinns of nentrality laws,

onasle :

has overall respanghilivy

v

CONGRESSIONAT. RECORD -~ SENATE

FBY Director J. Bdgar Hoover told Congress
last year his agency had placed uformans
and sources “at all levels including the tep
echelon” of such groups a3 the Student Nor ~
violent Oc»or(unaﬁng Committee, the Ea
Klux Klan, the Black Panther Party, the Ren
bublic of New Africa, the Nation of Islani,
the Revolutionary Action Movement, the
Minutemen and the Third Nationa! Confere
2nee on Black Power, :

Hoover also gave a hint of the scope c¢f
FBI security files when he outlined how
agents keep tabs on sympathizers who cons
tribute money for radical causes.

“Included among these,” he testifed, “ari
a Cleveland industrialist who has long beeij
a Soviet apologist, the wife of an attorne;s
in Chlcago who is a millionaire, an heires3
in the New Englani area who is married tig
an individual prominent in the academir
sommunity who hess been active in New Lef;
activitles, and a wealthy New York lecture:
and writer who for years had been linked ta
more than a score of Communist-front or-
ganizations and has contributed liberally tc-
many of them,

“These individuals alone have contributec:

more than $100,000 in support of New Lefi
activities.”

Hoover also sald agents have identified
most of the writers of antiwar newspapers—

which he termed “the work of the dedicated

revolutionaries who are against ROTC and

against our war effo:t in Vietnam”—and had'
referred that Inforrration to the Justice De-’

bartment, for possibie prosecution.
Don Fdwards, a member of the subcome-
mittee which oversees FBI budget requests,

complaing that Congress does not exert pro-.

ber anthority over the FBI. He belicves one

reason for this is fear stemming from long:

standing rumors that the FBI, among its
many -dossiers, has illes on each member of
Congress,

“There are lots of congressmen who think
that probably they do have files,” Edwards
told an interviewer.

But the rumors have never been proven
and there have been few complainis from
congressmen.

‘There was, howeve::, much alarm expressed
in Congress with the recent disclosure that,
for the past several Years, military iatelli-
gence agents have ccnducted surveillance of
civillan political act.vists and have fed in-
formation on individusals and organjzations
into data books.

In response to 50 congressional Inquiries,
the Army admitted taat it:

Kept a so-called b acklist which inciuded
‘the names and descriptions and plctures of
civilians “who might he involved in civil dis-
turbance situations.”

Operated a computer data bank for store
age and retrieval of civil disturbance in-
formation,

Used its intelllgence agents In some in=-
stances for direct ohservation and frfiltra-
tlon of civillan orgeiizations and political
meetings.

But in making these admissions, the Army
said that during the past year it has sharply
curtalled such activities after realizinz they
weren't needed to repare for any civil
disturbances.

The Army said the blacklist--a term to
which ifi ohjected—had been ordered witha
drawn and destroyed. It said the coniputer
fata bank had been discontinued and that
its agents have conducted no overt OPerf-.
tions in the civillan ares during the past
year.

Fxtensive detalls of the military’s do-
mestic intelligence activitles were disciosed
In January in an article written by a former
intelligence officer, Caristopher H. Pyla of
New York, for the Vagazine Washiagton
Monthly.

Pyle wrate that the Army’s’ Intelligence
Command, headquartsred at Ft. Holakird,
Md., was in a position to develop one nf tha
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largest domestic intelligence operations out-
stde the Commumist world.

A few weeks lafer, the Pontagon an-
nounced that Ft, Holabird would be closed in
an economy move and the Army Intelli-
gence School there would be moved to Ari~
zona.

An Army spokesman sald the domestiec
surveillance operations were expanded in
1967 affer the outbresk of serious civil dis-
orders,

“There was a feeling we had to be in [
position to predict when federal troops would
be used again. We need more information
to inform tactical comimanders on the streets
and to gulde them. This led to widespread
collection efforts,” he said.

The information gathered by the military
whs funneled into Ft. Holabird, summarized
and =sent out on the Army’s Telebype system.

One weekly summeary, marked “Pass 10 DIA
Elements,” was distributed to Army com-
mands throughout tne world, It contained
this dispatch:

“The Philadelphia chapter of the Women’s
Strike for Peace sponsored an. anti-draft
meeting at the First Unitarian Church which
attracted an audienec of about 200 persons.
Conrad Lynn, an author of draft evasion
Wterature, replaced Vale chaplain William
Sloan Coffin as the principal speaker st the
meeting.”

Lynn, the Women's Strike for Peace and a
dozen other individu:ls and groups Identi~
fled in the summary have filed suit through
the American Civil Libertles Unlon, claim-
Ing the Army has violated their constitu-
fonal rights of fres speech and association.

The sult, filed in U.S. District Court in
Washington, contends that in addition to
the surveillance and computer operations the
Army admits conduciing, it is concealing
from Congrees the existence of:

A large microfilm data bank on civilian
political actlvity indexed by comiputer and
meaintained by the Counterintelligence Anale
ysis Division.

A second computerized domestic intelli-
gence data bank maiatained by the Con-
tinental Army Command at Ft. Monroe, Va.,
a8 well as extensive regional files at other
locations, -

The “two volume, vellow-covered, loose-
leaf publication entitled Counterintelligence
Research Projects Organizations and Cities
of Interest and Individuals of Interest, which

- describes numerous individuals and organi-

zatlons unassociated with either the Armed

; Porees or with domestic disturbsnces.”

The Army said it would not comment on

: the lawsuit’s charges.

But, in an interview, a spokesman for the
office of the Army’s chief counsel could cite
ho legal basis for surveillance of clvilian ac-

) tivities.

“In*the civilian sphere the FBI has Juris-

" dietlon,” the spokesma: said. “We must get

approval for what we do from the FBI. There

.18 no specific law on domestic intelligence as
isuch applying to the Army.”?

To determine the raige of domestic mil-
ltary survetllance, The Associated Press sub-
mitted a list of 20 quesiions to each branch
of the service. Army spokesmen declined to
answer the questions specifically, preferring

‘to speak generslly abont the program. The
:Alr Force said it does not have any domestic
‘program. The Navy never responded.

But Navy intelligence operations slipped

‘into publie view last Aurust when the ACLU

complained that agents were sifting through
garbage from the apartment house of Sea-
man Roger Lee Priest sccused by the Navy
of soliciting members of military forces to
desert in an wundergrcund newspaper he
published.

A spokesman for the District of Columbia
government acknowledged garbage from all
apartments in the building where Priest
lived was searched hecsuse it couldn’t ha
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geparated from the seaman’s prior to collec-
tion. :

“We ended up with an ONI agent posing
as a sanitation worker and picking up trash
and bagging the garbage,” he said.

“Then the Civil Liberties union got in,
raising hell.”

Searching citizen’s garbage apparently is
not uncommon for government securlty
agencies. Ldst summer a D.C. Sanitation De-
partment official disclosed that the city, on
request of investigators, makes up to & dozen
special garbage collections yearly ‘in the
interests of law and order.”

Besides garbage, private mall also is often
watched by government law enforcement
agents.

The most commonly used means ls the
“mail cover,” recording from a letter the
name and address of the sender, the place
and date of postmarking and the class of
mail. .

The Post Office declines to say how many
mail covers are in effect. A Senate committee
asked for a list of several years ago, but the
agency objected.

“The list you have requested would con-
tain the names of about 24,000 persons, &
large percentage of whom are innoccent of
any crimes,” a postal official sald.

More recently, the Post Office confirmed a
new regulation allows federal agents to open
all mail coming into this country frim vir-
tually every nation in the world.

“However,” a spokesman sald, “it’s not in-
tended to be used on personal mail”

When threatening letters are received by
the President or other high government offl-
cials, the Secret Service moves Into action.

Operating under guidelines adopted after
President John F. Kennedy’s assassination,
the agency collects “protective information”
which is fed info its computers,

One of the 1963 guidelines asked other
federal agencies to relay information on citi«
zens who make abusive statgments or at-
tempt to “harm or embarrass” high govern-
ment officials.

Civil libertarians objected that this guide-
line means that any citizen who writes a
strongly worded letter of complalnt to a
government officlal might come under the
agency’s scrutiny.

A Secret Service spokesman responded:
“At the time the guldelines were passed emo-
tions were high. Everyone was saying, ‘Let’s
protect the President’ Now people are ap-
parently forgetting the tragedy of that
year...”

Several years ago when Congress was con-
sidering proposals to establish & National
Data Bank to gather files from all agencles
and use them for statistical purposes, author
and sociologist Vance Packard raised the
spectre of Big Brother, the symbolic total-
itarian government in George Orwell’s book
#1984.”

Noting that the year 1984 would come In
the next decade, Packard told a‘congressional
committee:

“My own hunch Is that Big Brother, if he
ever comes to the United States, may turn
out to be not a greedy seeker, but rather a
relentless bureaucrat obsessed with effi-
ciency.” ’

[From the Morning Call, (Pa.) June 30, 1970]
GUARDIAN OF FREEDOM

Sen. Sam J. Ervin Jr. is a conservative
Democrat from North Carolina. But he is
also a guardlan of constitutionlly guaran-
teed freedoms.

Sen. Ervin is currently worried about the
massive record-keeping which has come into
vogue in government agencies. And press re-
ports concerning the type of records being
kept give substance to his fears.

It is all very well for the FBI to utllize
computers to process information on crimi-
nals and persons sougit in connectlon with
crimes, This type of service has been cred=
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ited with speeding the apprehension of sus-
pects. :

But it is a different matter when the Jus-
tice Department, the government’s prosecu-
tor; maintains dossiers on participants in
peace rallles and welfare protests. Moreover,
Justice takes it upon itself to categorize such
persons as “radical” or “moderate” although
it is unclear upon what criteria it bases this
distinction.

The Secret Service, which says 1t is trying
to spot potential assassins, also has recourse
to the computers: It keeps files on mliscon-
tents, persistent seekers of redress and those
who would “embarrass” the President or
other high-ranking government officials.

These are just a few of the agencies which
maintain voluminous files on the activities
of citizens in a wide varlety of fields. The
reasoning behind this extensive bookkeep-
ing is valld. Agencies believe that to be fore-
warned is to be forearmed. In brief, it Is a
continuing hunt for potential trouble-
makers.

But when the government gets into the
business of gathering intelligence about its
own citizens, 1t can easily go too far. And
there 1s evidence that it has already donse

For what reason should an agency keep
notes on persons who are doing nothing more
than exercising their right to freedom of
speech, assembly and petition? Since when
has it become a crime to persistently seek
redress of grievences? .

When it gets into these areas, government
is dangerously close to trampling on consti-
tutional freedoms and on the individual’s
right to privacy. It Is easy to see how Sen.
Ervin reached the conclusion that such
methods have *“the potential for control and
intimidation that is allen to our ‘form of
government and forelgn to a soclety of free
men.” .

[From the Advance, July 19, 1970}

MITCHELL DEFENDS JUSTICE DEPT.’s “BIG
BROTHER'' ROLE

(By Jared Stout)

WASHINGTON.—The Justice Department
has asserted a virtually unchecked right—
not subject to the Constitution-—to keep rec-
ords on persons who are “violence prone”
in thelr protests of government policies.

The right, Atty. Gen: John N. Mitchell
said through a spokesman,.arises from the

inherent powers of the federal government.
“to protect the internal security of the na- .

tion. We feel that’s our job.”

It was the first time Mitchell had out-
lined the legal basis for the collection and
computerization of dossiers on protesters
within the department’s speclal Civil Dis~
turbance Unit.

The assertion matches in breadth the
claim - made June 13, 1869 when the
government sald it had unlimited powers to
eavesdrop on those the Justice Department
thinks are seeking to “attack and subvert
the government by unlawful means.”

The eavesdropping claim was mace in de-
fense of electronic eavesdropping against
some defendants In Chicago Seven riot
conspiracy trial.

The extension of this doctrine to the de-
partment’s domestic Intelligence operation
came In response to questions arising from
Mitchell’s news conference last Tuesday.

Mitehell declined to give the legal founda~
tion for the intelligence operation last Tues-
day. He sald only “there are no court de-
cisions that would restrain us from compil-
ing this type of information.” .

Later, however, he acknowledged through
the department’s spokesman that the legal
argument used to justify the Chicago Seven
eavesdropping also applied to the intelll.
gence operation.

In the Chicago case, the department sald
nothing in the Constitution’s ban on un-
reasonable searches and selzures limits the
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powers of the President—and the Attorney
General—to eavesdrop, and now keep records
on, those who try to “foment violent dis-
orders.”

This position has been sharply attacked
by critics including Sen. Sam Ervin Jr. (D-
N.C.) as a step toward “a police state” and
a -potential violation of First Amendment
rights to free speech and assoclatlon.

Earlier this past week, it was disclosed that
Treasury Department agents had been seek-
ing the names of those who had checked
out books on bombs and explosives from
public libraries in Atlanta and other citles.

Ervin attacked this step as he has other
intelligence efforts, including those of the
Secret Service which lists in computer files-
all those who may pose a threat to the
President.

Throughout his opposition to such activl-
ties, Frvin has stressed the lack of standards
in deciding who shall be listed within such
files, and how once & person is catalogued,
he may learn of the step and question his
Inclusion.

The Justice Department spokesman sald
the definition of “violence prone” persons
for its purposes Included those who elther
acted violently, counselled violence or ap-
peared in the ranks of violent confrontations.

He said the dosslers were not kept on “as
broad & range as those compiled by the
Army,” a reference to the watch milltary
intelllgence agents have kept on civilian
protesters. No notice is given to those whose
names have been recorded.

According to. the spokesman, this means
those individuals listed in department records
at least had to be present or in the leader-
ship of violent events. Army records included,
for example, those who subscribed to New
Left publications.

It was learned, however, that the justice
intelligence unit still has access to the records.
compiled by the Army, which said in Febru-
ary 1t had discontinued its reccrd-keeping
but has hung on to those it made In four
years from 1966.

[From the World News, Roanoke, Va., Mar.
11, 1870]

JusTICE DEPARTMENT KEEPS FILES ON
ACTIVISTS

(Note.—In the last few weeks members of
Congress have responded with cries of out-
rage to a magazine article that reported on
how the Army was maintalning a computer=~
ized dats bank on perions it considered po-
litically dangerous. As & result, the Army
announced it was closing down the data bank
and that it only began 1t because the Justice
Department, which is responsible for political
intelligence functions, was unable to handle
them. Now the Justice Deparmtent says it 1s
ready to take over. Morton Kondracke, who
reported the government’s political intelli-
gence activities In this article.)

(By Morton Kondracke)

WASHINGTON.—While the Army has closed
down 1t§ political computer, the Justice De-
partment maintains an even bigger one In its
“war room” containing data on thousands
of individuals, including many whose activi~
tles are entirely nonviolent.

Political computers were part of the fed-
eral government’s response to the problem
of controlling ghetto riots. Now that the
riots have subsided, the government ls more
and more devoted to gathering intelligence
on campus disorder, antiwar activity and
militant left and right-wing groups.

The government’s justification for such
surveillance 1s its need to be aware of po-
tential violence, but thousands of persons
are drawn in whose activitles are peaceful
and lawful.

For example, the Army continues to main-
‘tain a microfilm file that reportedly contains
information on such persons as Mrs, Mar-
tin Luthetr King Jr., Georgia State Rep. Ju-
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fian HBoeund and retired Adm. Arnoid E, True,
doeride of the Vietnam war.

the Army file is primarily, made np of
#BE repoarts, and I"BI reports ar: also the
hiet source of dain feeding vhe Justice De-

purtinent’s computer. The FBI riakes it a
a0t o Keep iis  information in fraw”
oim-—-unevaluated as to truth or Jalsity.

‘"hos= who process the FBI data at Justice
sy 1718 impossibie se tell whether or not any
of 6 gomes from wiretaps. Atiy. Gen. John
Aitenell has declared that taps may be used
without court permission on domestic or-
sanisations believed seeking to “cttack and
suhvart the government.’’

Hesid input trom the FBI Justices
sompiiler containg informsation suppiied by
43 U 8. attorneys around the country and by
niher eovernment agencies, such as the
Treasurv department’s Aleohol and Tobaceo

fax Irvision. which enforces tederal fire-
srms laws,
Sone information comes also from the

Seeret Service, wihilch has lately begun as-
zemkling a data bank of its own. The serv-
08’ primary concern is with threats to the
Jresident, but its data bank will also con-
iain iniromation on demonstrations, “abu-
s1ve statements’ and plans to emburrass gov«
arirent officiais.

¥a:h week, the Justice Deparirient com-
suter gisgorges its intellipence oato vprint-
aut daper. The product is four books, each
about Lwo inches thick and enciosed in

Hrown cardboard covers,

h Book refers to n region of the coun~

Ly contains a city-by-city assessment of
“he poiential for civil disorder. indieating
whal marches, railies or meetings are oc-
«urring, the orgsnizations and individuals
sponsoring them and the city’s disturbance
nisicry.

The vpooks are combed bv officials of the
depasiment’s  interdivisional irformation
anit, which sends wvertinent dasa to the
attorney general and the various divisions
«f the department.

The community rvelations service geis in
sormabion, for exarnple, on potential racial
nrodlems for it to bry to conciliate. The eivil
rights division gets reports on possible vio-
{ations ~f the laws it enforces. Tha crirmminal
uaivision gets data on such violatiins as in-
ierstate movement to incite riots.

Besides city print-outs, the computer can
Lroun A run«down on a speciiic upcoming
majoe event, listine all stored information on
the indgividuals and organizations who are
sfarynres 1,

‘this was done, for examnple, nrior to tha
Hov. 15 antiwar march on Washington or-
vanized by the New Mobilization Committee
0 Brd the War in Vietnam and tha Vietnam
‘Tma.[‘mm,n Committee.

:1al print-ont reports have also been
Vme or ag least one organization, the Klack
Panther Party.

Wl ether speciai reports have bseen nre-
smrec. on individuais is not known, although
niendivisional  information unit  director
Juines 1. Devine snid it could be done if
ueenie.

f2avine. 2lso chiet of the department'’s civit
dilgfurbrnee group, declined to identify anv
wdiv.dual whose name is on computer tape.

te sart, however, that it is “tmpegsible not
0 iave information on nonviolent individu-
Hs.” He added, “I think it’s realistic to ex-
sect that what would normally 2se in the
Hles of the Justice department wold reflecr
welf in the computer. You can make vour
cwnoassumptions (about who is listed). Iv
saonld not be diffieit.”

Another Justice department oficial saic
ifral o specific vnpus report on an individuai
aigng tell “he made a speech on such-and-
aieh a night at such-and-such a place. This

- what e sald, This was the result.”

Clovernment oficials differ on whether
compuserized storage of political informa-
Aol @ Jdungerous to the civil iijerties or
Amer.cans.,

CONGRESSIONAL

Devine contended that it is not. He sa.d
it is “a ghost” to see danger.

“The information is here anyway, in tho
records of the derartment. Puttine it on #
computer is just . matter of systematizirg
it and making it more retrievable,” he satd.

He added: “Having your name on a come-
puter does not involve the question of gulit
or innocence.”

This 18 not the attitude of the two chiif
congressional defenders of the right 1o
privacy. Sen. Sam Ervin, (D-N.C.) and Rei
Cornelins Gallagh«r, D-N.J.

"The two were rosponsible, along with lB
other congressmen who wrote letters. foa
foreing the Army to abandon its politicid
computer at Fort Holabird in Bsaltimors:.
Ervin and Gallagher are continuing inguiries
into other Army political files.

Neither has commented abbdut the Justice
Department computer, It is not known
whether they are even aware of its exisis
ence, for mo spacific authorization wek
sought ffom Congress to set it up. Justice
does not belleve lezislation was necessary to
computerize files nlready maintained in the
department.

ADDITIONAL STATEMENTS OF
SENATORS

FRISONERS OF WAR STILL A
MATTER OF PRIORITY

Mr. BAKER. Mr. President, as we re-
lurn o do the work of the people after
the Labor Day reczess I would call atten-
tion once again io one of the great un-
solved problems of the year—the plight
of the Armericans held prisoner by th2
North Vietnamese, b

1Tne Commurnist regime remains
adamant ageinst abiding by the Genevi
Convention on Prisoners to which it is i
signatory power. Those agreements pro-
vide the bare minimum of guarantees fo¢
the captured men. They are entitled to
health care, an adequate diet, propest
shelter, and at least minimal communi
cations with their families. In addition
the government is required to notify our
Government. of their capture, listing
their names and condition when cap+
tured.

The North Vietnamese have abided by
none of these agreements.

It must remain a matter of top priorit
with the Government of the United
States to ease the lot of these men and
to continue every possible avenue of ne-
gotiabion for their safe return to thei?
waiting families.

EVERY DAY THE STAKES GROW
HIGHER FOL HUMAN RIGHTS:
THE LEGACY OF ROBERT F,
KENNEDY

Mr. PROXMIEE, Mr. President, tha
bast few days huve been frought witl
senseiess violence and bloodshed, botli
here and abroad. The tragic bombing a
the University of Wisconsin and the ter-
rorism. so prevalent in the Middle Eas:
made me think back to a gpeech of thui
1ate Senator Kennedy that is memorabln
in ite insight abd compassion. In his
speech at Fordham University and alsae
¢0 students in South Africa in 1967, Sen.-
ator Kennedy spoke poignantly of whai:
must come close to being his persona.
wphilosophy: )

Each time a man stands up for an ideal.
or acts Lo improve tie lot of others, or strikeis
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out against injustice, he sends forth a tiny
ripple of hope, and crossing each other from
a million different centers of energy and dar-
ing, those ripples biudld a current that can
sweep down the niiphtiest walls of oppres-
aion and resistance.

Mr. President, o little more than 3
years ago, Robert Xennedy spoke of po-
litical eourage in the quest for human
rights. - It was his firm conviction, both
in his words and his acis, that “only
those who dare to fail greatly can ever
achieve greatly.”

I ask unanimous consent that this stir-
ring and provocatlive statement by one of
the most gifted leaders of cur time be
printed in the REcoRD.

There being no objection, the state-
ment was ordered to be printed in the
REcorp, as follows:

THE WORE oF OUR HANDS

If you fly in a plane over Burope, toward
Africa or Asla, in a fow hours you will cross
over oceans and ccuntries that have been a
crucibie vi human hkistory. In minutes you
wil} trace the migraiion of men over thou-
sands of years; seconds, the briefest glimpse,
and you will pass baitlefields onn which mil-
lions oI men once siruggled and died. You
will see no national boundaries, no vast guifs
or high waills dividing people from people;
only nature and the works of man—homes
and factories and farms—everywhere reflect-
ing man’s common effort to enrich his life.
Everywhere new technology and communica-
tions bring men and nations closer together,
the coucerns of one more and more becom-
ing the concerns of n1l. And our new close-
ness is stripping away the false masks, the
llusion of difference that is at the root of
injustice and hate and war. Only earthbound
man still clings to the dark and poisoning
superstition that his world is bounded by the
nearest hill, his universe ended at river shore,
his common humanity enclosed in the tight
circle of-those who shiare his town and views
and the color of his skin.

Bach nation has' different obstacles and
different goals, shaped by the vagaries of
history and experisnea. Yet as I talk to young
people around the world I am impressed not
by the diversity but Ly the closeness of their
goals. their desires and concerns and hope
for the future. There is diserimination in

‘New York, apartheld in South Africa and

serfdom in the mountains of Peru. People
starve in the stresis of India; Intellectuals
go to jall in Ruseln: thousands are slaugh-
tered in Indodhesia; wealth 1is lavished on
armaments - everywliere. There are differing
evils, but they are the common works of
man. They reflect the imperfection of human
justice, the Inadeguscy of human compas-
sion, the defectiveness of our sensibility to-
ward the sufferings of our fellows; they mark
the limit of our ability to use knowledge for

“the well-being of others. And therefore, they

call upon common glinlities of conscience and
of indignation, a shared determination to
wipe away the unnecessary sufferings of our
fellow humah beings at home and around
the world.

TO RELY ON YOUTH

Our answer is the worid’s hope; it is to

‘rely on youth—not & time of life hut & state

of niind,.& temper oi the will, & quality of
the imagination, a predominance of courage
over timidity, of the appetite for adventure
over the.love of ease The cruelties and ob-
stacles of this swiftly changing planet will
not yield to obsolete dogmas and outworn
slogans. It cannot be moved by those who
cling to a present that Is already dying, who
prefer the illusion of security to the excite-
ment and danger that come with even the
most peaceful progress. It is a revolutionary
world we live in; and this generation, at home
and around the world. has had thrust upcn it
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